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Mid September preparation of the related Communication
September/October Finalisation of the EIF withMember States and EC services
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End of 2008 Publication of the Communication togethith the EIF

How to submit comments

Everyone who sees interoperability as an effectimeans to provide better pan-Europgan
eGovernment services is invited to read the drafuchent and to provide feedback on its contenf by
sending comments to eifv2@ec.europa.eu by the 828eptember 2008 at the latest.

IDABC is interested in your reactions and contribng. A summary of reactions will be published [on
the IDABC web-site (http://ec.europa.eu/idabc) amidl constitute another input into the EIF
elaboration.

Copyright
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Reproduction is authorised, except for commerai@ppses, provided the source is acknowledged

Disclaimer

The views expressed in this draft document mayinany circumstances, be interpreted as stating an
official position of the European Commission.
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document, nor does it accept any responsibilityafor use thereof.

Reference herein to any specific products, spetifios, processes, or services by trade ngame,
trademark, manufacturer, or otherwise, does noeswxrily constitute nor imply its endorsemgnt,
recommendation, or favouring by the European Corsionis

All care has been taken by the authors to ensatettey have obtained, where necessary, permigsion
to use any parts of manuscripts including illugbra.

DRAFT FOR PUBLIC COMMENTS - AS BASIS FOR EIF 2.0 - 15/07/2008 ii



FS-20080827.07

BRIEF TABLE OF CONTENTS

1 EIF OVEIVIEW ...ttt ettt e e e e e e e e e e e e aaeaeeas 1
2 PrESENTALION .....eiiiiiii e e 2
3 INroduction t0 EIF V 2.0 .. ..uuiiiiiiiiiiiiiiiiiis ettt 4
4 Roadmap tothe EIF ... e 15
5  EIFUNderlying PrinCIPIES ......cccooiiiiiiiiiis e 24
6  Interoperability Levels DIMENSION .......ccccciiiiis ceeeeeeiee i 32
7  The Generic Public Services Conceptual Model (GPSCM ) ..., 42
8 Adopt Open Standards or Technical Specifications ... ..., 52
9 Be prepared to benefit from Open Source Methods....  ..ccoooiiiiiiiiiiiiiiiiiiiins 62
1O GlOSSAIY ...t ettt ettt e e e e e e e aaaaaaaaaaa 66
11 ADDIEVIALIONS. ....ciiiiii ittt et 66
12 Annex 1: Background INformation ..........cccccceee. coviiiiiiiiieeee e 68
13 Annex 2: Related INItIALIVES ........ooviiiiiiiiiiis e 71
14 Annex 4: Recommendations for Member States ......... .o, 79
15 Annex 5: Invitations to external stakeholders ...... .. 79

DRAFT FOR PUBLIC COMMENTS - AS BASIS FOR EIF 2.0 - 15/07/2008 iii



FS-20080827.07

FULL TABLE OF CONTENTS

1 EIF OVEIVIEW ...ttt ettt e e e e e e e e e e e e aaeaeeas 1
2 PrESENTALION .....eiiiiiii e e 2
2.1 Structure of thiS AOCUMENT .......cciiiiiiiiiie e 2
2.2 The organisational context Of the ElF..............uuuiiiiiiiiiiiiiiiiiiiieir e 2
3 INtroduction t0 EIF V 2.0 ...t e 4
3.1 ODJeCtiVES Of the EIF. .. ..o e e et e e e e e e 4
3.2 Audience: to whom is the EIF direCted...........coooiiiiiiiiiiiiiiiiiie e 4
TR T O] (=) AP PP P PP P PP PRPPPPPPPPP 4
3.3.1  Definitions of Interoperability, PEGS and other key terms ..o, 4
3.3.2  Societal, economical and technologiCal driVErS.........cccoverirninniere e 6
3.3.3  Political initiatives @t EU IEVEL...........cccoiiriiririircee s 7
3.34  National Interoperability Frameworks (NIF'S) .........ccceuririiniiniinseesese e, 7
3.3.5  Legal framework concerning the EIF ..o 8
3.4 The role of the EIFv2.0 for Pan-European e-Government ServiCes.............u.vveeeveeeveeenen. 9
3.5 The Benefits of Interoperability ...........ccooiiiiiiiiiiii e 9
3.51  Classification of BENEfILS .......ccoiurvriieeicrice s 9
3.5.2  Benefits by Interoperability LEVEL .........c.ccoviiriiiiiricceie 10
3.5.3  Catalogue of Benefits by BENefiCiary .........cccooviieeiiiiccec e 10
3.54  Benefits of Interoperability with respect to Privacy and Security...........cccccevvveiecinineiccnenen, 12
3.6  Subsidiarity at political IEVEl .........ccooii i 12
3.7 Governance Of the EIF ...ttt e e e e e e e et e e eereeeeeeeas 13
371 WhatiS GOVEIMNANCE?..... ottt ettt 13
3.7.2  Why are we concerned With GOVEINANCET ..........vviuriiriiiriiriereiei st 13
3.7.3  What are the key aspects of governance that we are concerned wWith? ............cccoeevinirircnnnnne. 13
3.74  What are the concrete and definite statements with regard to governance that we are able to
StAte AL TNIS TIMET ...t 14
4 Roadmap tothe EIF ... e 15
4.1 Scope and PEGS SCENAIIOS........ceeiiieieeeee et eneenes 15
411 Towhom does the EIF @pPIY ..o 15
4.1.2 Interaction Scenarios: A2A, AZB, A2C ... ettt 15
413  Scenario 1: Direct interaction between Citizens/Businesses and Foreign Administration.......... 16

414  Scenario 2: Exchange of data between administrations on behalf of citizen/business requests17
415  Scenario 3: Exchange of data between National Administrations and EU institutions in order to

provide public services to Citizen and DUSINESSES ........vvvivirrrriiiceee e 18

416  Examples of "high-impact" Pan-European eGovernment Services (PEGS) .........cccocovvvevennn 18
o ©o] o] (= AP PT TP 19
4.3 Using the EIF to achieve successful PEGS...........cooiiiiiiiiiiei e 22
5  EIF UNderlying PrinCIpIES ....ooveiiiiiiiii et it 24
5.1 INITOTUCTION ...ttt e e e e be e e e e e ee e e e eeeeeeeeas 24
5.2 Underlying Principle 1: Adhere to the subsidiarity and proportionality principles .......... 24
5.3 Underlying Principle 2: Focus on the needs and rights of Citizens and Businesses .....25
5.4 Underlying Principle 3: Build in e-Inclusion and accessibility for all ..............ccccccveeeen. 25

DRAFT FOR PUBLIC COMMENTS - AS BASIS FOR EIF 2.0 - 15/07/2008 iv



FS-20080827.07

5.5 Underlying Principle 4: Ensure Security and Privacy..........cccccuvvvveiiiiiiiiiirieirieeeeieeeeeen 27
5.6 Underlying Principle 5: Design for multilingual US€.........cccoooeeiiiiiiiiiiiiie e, 28
5.7 Underlying Principle 6: Support public participation and transparency ............cccceee...... 28
5.8 Underlying Principle 7: Support Standardisation and Innovation and ensure
AAMINISTIAtION NEULTAIITY .. ...t e e e e e e e e e e aearaba e eeeas 29
5.9 Underlying Principle 8: Reduce Administrative Burden ...........ccccccccieeiiieeeeeeeeiiiiiine e, 29
5.10 Underlying Principle 9: Ensure the best value for money ..........ccccccvvveeviiiviieiiinininenenen. 30
5.11 Underlying Principle 10: Preserve information over time ...........cccccvvveeviieeeieriieeeeeeeenen. 30
6  Interoperability Levels DIMENSION .......ccccciiiiis ceeeereiee e 32
6.1 INEFOTUCTION ...ttt ettt ettt e e e st e e e e e e s bbb e e e e e e e anne 32
6.2 PONICAI CONIEXE...ueiiiiiiiiitiie ittt e e e e e bbb eeeeeane 32
6.3 Legal INteroperability.............uuuuiimiiiiiiiiiiiiiiiie e 33
B.3.1 LAl JEOPAAY ...t 34
0.3.2  Data PrOtECHON. ... ceeeeeecieiee sttt 34
6.3.3  Public Service Legislation ..........ccccoviiiiiieieei e 34
6.3.4  Procurement process, standards and Specifications..........c.ccoeeerierninsneeiniesee e, 35
6.4  OrganiSatioNal LEVEL .......coiii it 35
6.4.1  Alignment of BUSINESS PrOCESSES.........c.vuviiiiiieiieiiiei et 36
6.4.2  Business Process Reengineering (BPR) ........covviiiiiiniiieissseese e 36
6.4.3  Establishment of Service Level AGreements (SLA).......ccovoirrrniieeieeeeeeeee e 36
6.44  Assess and coNfront the gapS........coererernns e 37
6.45  Manage the ChANQES........cccovieuiieieiiccee e 37
6.4.6  Reinforced Collaboration .............cccccvviiiriueieiiiciiicce e 37
6.5 SEMANLIC LEVEI ...oeiiiiiiii e 38
6.6 TECNNICAI LEVEL.....oeiiiiiiiie et e e 39
B.6.1  ClOSEA SYSIEMS ..ot 40
6.6.2  Technical Standardization...........cccoeriirriir e 41
6.6.3  Common scheme and mechanisms to make systems connectable, including loosely-coupled
systems 41
7  The Generic Public Services Conceptual Model (GPSCM ) ..., 42
7.1 Introduction t0 the CONCEPLS ....eevveiiiiiie e e e e e e aaaenaans 42
7.2 ThE KEY CONCEPLS ..uuuueiiuuiiniiiiuiitiieteietteeeeeee e eeeeeeeeeeeeeeeeeeeetaaeaaaaaaaaaaaaaaaaaaaeaaaaaaeeaseeenaens 42
7.2.1  The Basic Public FUNCHONS QYR .........cviiiiiiiicicc s 43
7.2.2  The Secure Data EXChange Layer.........ccccvieurinriririieeseeses et 46
7.23  The AQgregate SErVICES LAYET ...ttt 47
7.3 Application of the GPSCM to National and European Public Services...........ccccuuvueenn. 48
7.3.1  The CroSS-Border Case .........cccciriiiiiiriieieiciee ettt 48
7.3.2  THe CroSS-SECIOM CASE.......iuuiuriieirireiieteire ettt bbbt 49
7.3.3  The Cross-Administrative Boundary Case ..........ccuuurrieiniiriieinininneisisssisss s 50
7.34  Other Issues related to application of the GPSCM..........cccooriirnrneee e 51
8  Adopt Open Standards or Technical Specifications ... .....cccoiiiiiiiieiiiiiiinen. 52
S T8 R L Vi oo (U ot 1 (o] o DTSR P O PP OPPPPPPPPPPTPPPP 52
8.2 Definitions of standard and technical specification.............cccccuveiiiiiiiiiiiiiiiiiiiiiieeeeeee, 52
8.3 Openness and interoperability ............coooiiiiiiii e 53
8.4 The role of open standards or technical specifications................ueveveeiiiiiiiiiiiiinieiienenen, 54
8.5  OPEeNNESS CONLINUUM .. ..ciiiiii it it eee oottt e e e e eeeeeesaneeeeeeeeneees 55
8.6 A systematic, structured assessment of standards and technical specifications........... 56

DRAFT FOR PUBLIC COMMENTS - AS BASIS FOR EIF 2.0 - 15/07/2008 v



FS-20080827.07

8.7 Establishing a common framework for standards and technical specifications selection

57
8.8 Standard and technical specification COVEIage ........cuuuvuiiiiieeiiieeiiiiiie e 58
8.9 Laying the groundwork for an open ICT enVIrONMENT...........covvvivriiiiiiineeeee e e 59
8.10 PrOCUIEMENT ASPECES ... ittt e et et ettt e et e e e ee b e e e eba e e e e baa e e e ennanns 59
8.11 CoNVErgenCe MECNANISIMS. .. ..uuui it e ettt e et e e e e e ee et e e e e e e e aeaeatanaeeaeens 60
8.12 Aspects of development of standards or technical specifications ...........ccccccevveveveenn.n. 61
9 Be prepared to benefit from Open Source Methods.... oo 62
(S B 1 (oo (VT i oo FO PO PTP R PPPPPPP 62
9.2 Open Source Software is a concept distinct from the use of Open Standards.............. 62
9.3 Open Source Software vs. Open Source Development Model............c.evvveveveivevenennnn.n. 62
9.4 Understanding the Open Source Development Model ..............eevveiiviiiiiiieiiiiiiiirieenenen. 63
9.5  UsSIiNg OPEN SOUICE SOMWAIE......uiiii ittt e e e e e e 63
9.6 Adoption of Structures and Mechanisms for Collaboration, Reuse and Sharing........... 64

9.7 Making open standards and technical specifications sustainable through innovation...65

1O GlOSSAIY ...ttt ettt e e e e e e e aaaaaaaaaaaa 66
A o o T XY/ = (o 1 1 66
12 Annex 1: Background INformation ..........cccccceee. coiiiiiiiiiiiieeeee e 68
12.1 CoNteXt Of the FEVISION ... e et e e e e ra e eans 68
12.2 Key principles of EIF V2.0 VS. EIF V1.0 ...ooooiiiiiiie et eeeeeens 70
13  Annex 2: Related INItIAtiVES .....coveiiie s e 71
13.1 Political Initiative at EU IVEL ........cuuiiieieee e 71
1311 BArlY INIIALVES ..ot 71
13.1.2  RECENEINIIALIVES ...ttt e ettt e et e et ereene e er e et e st e e ereereeeneeneanns 71
13.1.3  Other Related INIHIAtIVES .........c.o ittt 75
13.2 Other Approaches to Interoperability, including external to the EU............................... 76
T T 1 =12 To = eSO USSP 76
13.2.2  INILIALIVES BISEBWNEIE ...ttt ettt sttt s eae e 77
13.2.3  Enterprise ArChItECIUMES ..o 77
13.2.4  Some other specific Interoperability Frameworks of interest...........cccovviviniccsissee, 77
13.2.5  Other related INIIALIVES ....o.veee oot ettt ettt e e et et e et e e er e e eeeneeeeenas 78
14 Annex 4: Recommendations for Member States ......... oo 79
15 Annex 5: Invitations to external stakeholders ...... i 79

DRAFT FOR PUBLIC COMMENTS - AS BASIS FOR EIF 2.0 - 15/07/2008 vi



EUROPEAN INTEROPERABILITY FRAMEWORK FOR PAN-EUROPEAN eGOVERNMENT SERVICES

FS-20080827.07

1 EIF Overview

This will provide an overview of the EIF at a leimgif 4-5 pages, as well as the mission
statement for the document
It will be produced once the main elements of ttkelHave been completed
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2.1 Structure of this document
This document is structured as follows:

e Section 2 lays out the rationale and context of tharticular revision of the European
Interoperability Framework (EIF).

e Section 3 introduces the EIF and provides the geérmckground and context of the EIF. It
begins with some basic definitions, and then laytstioe general context of the EIF, including
the social and economic environment in the EU &edworld, which has resulted in the need
for interoperability, the political environment armblicy decisions and initiatives which
produced and sustain the EIF, and finally the I&gahework which underpins the EIF. Some
other approaches to interoperability taken elsewtene also presented to round out the
picture.

* Section 4 presents the roadmap that leads to thehEbugh a set scenarios and positions the
Pan-European eGovernment Services (PEGS) withaeapthe EIF.

* The next five sections represent the core of tle El

o the general policy guidelines to be kept in mindmplementing PEGS under EIF
(Section 5 - "The EIF Underlying Principles"),

0 the various levels of interoperability that shoble taken into account (Section 6 -
"The EIF interoperability levels dimension™),

0 a generic model to be used as basis for PEGS ¢(8etti- "The Generic Public
Services Conceptual Model"),

0 an orientation towards open standards (Section “Bdopt Open Standards or
Technical Specifications”) and

0 a positioning of the open source methods as pathefPEGS development model
(Section 9 - “Be prepared to benefit from Open Sewlethods”).

Each of those sections also contains a varietypetiic recommendations regarding PEGS
interspersed throughout the text and highlightedriy (these are regrouped into one of the
annexes).

« Finally, in the annexes are included a number etiigc recommendations for the Member
States building their own National Interoperabilfyameworks, as well as suggestions for
external stakeholders such as IT suppliers, ITisemroviders and standardization bodies to
achieve interoperability.

2.2 The organisational context of the EIF

In this section is described the organisationaltexinof the EIF: how it is situated with respect to
other related documents and other planned inigati\rhe previous EIF was conducted in the context
of a de-facto, but non-formalized strategic framewvd@ he revised EIF will be part of a much more
structured approach to interoperability in this texih

The EIF is intended to be part of the set of irperability guidelines documents and initiatives
conducted under the auspices of the IDABC Programahigh aims at providing guidance and
offering infrastructure services to PEGS stakehsldad developers.

The figure below shows the relationships between \tarious IDABC documents/initiatives and
related processes: the European Interoperabiliatedty (EIS), the European Interoperability
Framework (EIF), the European Interoperability Aretture Guidelines (EIAG) and the European
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Interoperability Infrastructure Services (EIIS)datheir relation to the PEGS process development.
These artefacts collectively provide the basic nezdl requirements of consumers of eGovernment
services, cover the lifecycle from strategy throtmloperations, and provide IT vendors and supplier
with reliable information on their costumers' negdthis area.

INITIATIVES &
ARTEFACTS LIFECYCLE PROCESSES

Strategy

\

Governance

\

Conception

V

Implementation

V

Operation

EIIS |+ EIAG |+ EIFI + EIS

A systematic approach to the governance of Inteatjlty at EU-level must be taken in the future,

and concrete goals specified and reached. To tfds & "European Interoperability Strategy" (EIS)

will be established in order to provide the basis @lefining the organisational, financial and

operational framework necessary to support crosddoaand cross-sector interoperability as well as
the exchange of information between European pw@diinistrations. This should ultimately enable
the more efficient delivery of improved public sees (PEGS). The EIS is currently under

development, and is expected to be completed bgritleof 2009.

The goal is to define and agree on a focused sattadns at EU level on what are the most effective
and efficient means to rapidly deliver more anddyePEGS to Citizens and Businesses, and also to
improve collaboration between administrations ideorto implement community legislation. The EIS
will include long term planning information for pritised and coordinated actions as well as the
associated funding requirements. The EIS must ibanér to meeting the new challenges, in particular
government transformation. The EIS is intendedhtilifate the achievement of such transformation at
the European level. It must have the strong supgfgrblicy makers who are active in efforts aiméd a
transforming governments at national level in order ensure that the necessary EU level
transformations are also possible. The EIS willeffect make explicit several items which were
implicit before. Some minor revisions to the EIFyntee necessary once the EIS has been established.

Looking at cross-border interoperability as a lagemodel, the EIS will be at the highest level. The
EIF defines the general rules and principles foregeance and conception and will be complemented
by a National Interoperability Framework Observat(under development) and the definition of a
Common Assessment Method for Standards and Spa@fis (under construction). The Architecture
Guidelines (to be revised by the end of 2009) mlesistructured guidance for implementation. The
lowest level concerns the operational infrastruegervices (s-TESTA, PKI, SEMIC, etc.) provided at
EU level to all Member States across all sectohe EIS serves to steer the entire layered model and
associated efforts by setting strategic prioriéied principles.

DRAFT FOR PUBLIC COMMENTS - AS BASIS FOR EIF 2.0 - 15/07/2008 3
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3 Introduction to EIF v 2.0

3.1 Objectives of the EIF
The main objectives of the EIF are:

* To serve as the basis for European seamless ietatafity in public services delivery,
thereby providing better public services at EU lpve

* To support the delivery of PEGS by furthering crbesder and cross-sector interoperability;

« To supplement the various National Interoperabilfiyameworks in the pan-European
dimension.

3.2 Audience: to whom is the EIF directed
The main targets of the EIF are policy makers a&@ ® project officers.

The intended audience includes:
* Policy analysts
« eGovernment public services managers and projécerds in MS and EU bodies
* Government sector information and communicatiohtetogy (ICT) strategists
e Technical analysts
* Industry stakeholders, particularly those active@overnment

« Anyone planning public services requiring intercelity.

3.3 Context
3.3.1 Definitions of Interoperability, PEGS and oth  er key terms

3.3.1.1 Definition of Interoperability

The original EIF published in 2004 defined intengtdlity to mean "the ability of information and
communication technology (ICT) systems and of thsiess processes they support to exchange data
and to enable the sharing of information and kndges

Since that time, the appreciation of additionalea$p of interoperability, encompassing more that ju
the ability of ICT systems to exchange data leadstw consider a more general view of
interoperability as the ability of disparate andedse organisations and systems to work together
efficiently towards mutually beneficial common gaal

Of course, in the EU context and within the scopéhe EIF, the domain of this "working together"
encompasses the provision of eGovernment serviithsaveross-border dimension (PEGS).

In the most general case, in order for this "wagkingether" to be effective and efficient, these
diverse systems and organisations need to exchidatgein mutually agreed forms and according to
agreed protocols, automatically, meeting the bssimgeeds on both sides. This implies a certain
degree of integration of business processes, ber#hat business processes that span the coogerati
systems and organizations are a necessary pateodperability in the EU context.

With these points in mind, the definition adoptedhis revision is as follows:
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"Interoperability is the ability of disparate andvérse organisatioristo interact towards
mutually beneficial and agreed common goals, inaglthe sharing of information and
knowledge between the organizations via the busipescesses they support, by means of the
exchange of data between their respective infomnaind communication technology (ICT)
systems."

In fact, interoperability is often confused withhet, related concepts. It can be therefore a useful
exercise to observe explicitly what interoperapiig NOT:

« Interoperability is notntegration, which is a means of changing loosely coupled gyst®
make them into more tightly coupled systems.

« Interoperability is noCompatibility, which is more about the interchangeability ofl$co a
particular context

« Interoperability is notAdaptability, which is a means of changing a tool, adding &fchd
capabilities as needed even on an ad-hoc basigeasénteroperability refers to inherent
capabilities

It is also worth noting that interoperability isitmer ad-hoc, nor unilateral (nor even bilateral) i
nature. Rather, it is best understood dsased value of a community.

The final point to be made about interoperabilitynfi the definition standpoint, is that it is also a
quality that could be broken down into a seriegudntifiable characteristics (metrics) which cobél
assessed (measured) separately, as the need arises.

3.3.1.2 Definition of PEGS (Pan-European eGovernmen t Services)
The following is a good working definition of PEGE'?

"Cross-border public sector services supplied liliegi national public administrations or EU
public administrations provided to one another anduropean businesses and citizens, in
order to implement community legislation, by meafristeroperable networks between public
administrations."

3.3.1.3 Definition of Interoperability Framework

An Interoperability Framework describes the wawinich organisations have agreed, or should agree,
to interact with each other, and how standardsldhoel used. In other words, it provides policied an
guidelines that form the basis for selection ohdtd$. It may be contextualised (i.e., adapted)
according to the socio-economic, political, cultuliaguistic, historical and geographical situatiof

its scope of applicability in a specific circumstarsituation (a constituency, a country, a set of
countries, etc).

! Principally administrations

2 Taken from the CAP Gemini study on stakeholdeuirements for pan-European eGovernment Services Fin
Report v1.3 PEGSCO 2005-02-11 DOC 6.1,which pravi@é&anking and Descriptions of various PEGS

3 A formal definition is provided in Article 3b ohée Decision 2004/387/EC of the European Parliaraedtof
the Council on 21st of April 2004: 'Pan-European eGovernment Services' means craskebpublic sector
information and interactive services, either seatoor horizontal, i.e. of cross-sectoral nature,opided by
European public administrations to European pulgaministrations, businesses, including their asstoons,
and citizens, including their associations, by nmeahinteroperable trans-European telematic netwdrk

* A lengthy list of some of the different types PE®S citizens and businesses is given in sectidn64.
"Examples of "high-impact" Pan-European eGovernnsamvices (PEGS)", page 5

® The Member states have also been solicited wighrteto any national definitions they may use fBGS

® The Architecture Guidelines which derive from K, may actually identify specific standards toused in
specific circumstances
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3.3.1.4 Interoperability in the PEGS context

Interoperability is a complex phenomenon, involvingch more than the exchange of data between
IT systems. Interoperability encompasses all thigerdint ways that organisations, entities and
processes have to work together in order to acliesr@nmon goals.

The EIF is concerned with interoperability in thery specific PEGS context. The view of
interoperability presented here has several didtmacharacteristics that will be examined in much
more detail in later sections.

3.3.1.5 Enterprise Architecture '

Enterprise Architecture represents a concept wisiglelated to but distinct from an Interoperability
Framework, and it is therefore useful for the sakelarity to reprise its definition.

Enterprise Architecture is the practice of applyingcomprehensive and rigorous method for
describing a current and/or future structure artthlsi®ur for an organization's processes, infornmatio
systems, personnel and organizational sub-unitthatothey align with the organization's core goals
and strategic direction

3.3.2 Societal, economical and technological driver s

A broad and powerful array of forces is driving dwation, transformation and modernisation in all
spheres of life today, both public and private. HiE focuses on their impact on the provision of
eGovernment/Public services.

There is a complex interplay of these various ferire effect, and a full discussion of the socio-
politico-technological context is out of scope betEIF, but we can summarise some of the most
important aspects of the phenomena which are disshed by their relevance to interoperability and
as motivators behind the objectives of the EIF.

Some of the most important of these forces arelasifs:

¢ Rapid advances in ICT, including several paradihiftss have transformed the landscape in
which administrations, businesses and citizengaotewith one another to an unprecedented
degree. For example, Citizens and businesses ananding ever more and better services
from their governments.

« At the political level, advancing EU integrationshalaced dramatically increased emphasis on
the cross-border aspects of eGovernment servicéspnp (PEGS)

« At the global level, the phenomena we collectivetfer to as globalization is creating an ever
more integrated and competitive environment for El$inesses and workers, resulting in
increasing economic pressures which have beenwfetloby major priority shifts in EU
policies (e.g., the Lisbon agenda, etc.)

* Administrations are consequently under tremendoalftiqgal pressure to streamline their
activities, modernize their infrastructure, ancegrate their activities all intended to provide
better, faster, cheaper services to businessesciizéns; eGovernment programs have
accelerated tremendously and moved to centre stage.

Collectively these forces have tremendously in@dathe importance of interoperability in all its
aspects.

’ Definition is taken from Wikipedia

8 An in-depth analysis of these forces and the ioapion for eGovernment and related activities carfidond in
the report " New Trends in Technologies and Enabler Applications for the Future Government in @Q2
available ahttp://cordis.europa.eulist/ict-ent-net/ei-prestates.htm
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3.3.3 Political initiatives at EU level

The achievement of pan-European, cross-borderojpgeability is a key element and prerequisite of
all the EU's ambitious eGovernment initiatives.

The high-priority nature of achieving interoperdiin the cross-border, cross-sector domain can be
illustrated by a brief review of some of the diffat policy initiatives that have been announcetheat
highest levels of the EU over the past decade.or so

Many of the elements of the EU’'s main policy objexs in the coming years can be characterised as
having a high degree of dependency on achieviregdperability, and of commanding high priority
because of the high-profile nature of the work Imed, the potential impact on citizens and
businesses, and the extremely short timescalebs/ato

To implement pan-European eGovernment services §¥EBe public sector must confront many

challenges, some of which are quite daunting. aigation of interoperability, especially of the

cross-border and cross-sector type, is now recednas being a key factor in securing these
objectives.

The initiatives presented in the figure below am$alibed in more details in annex of this report
illustrate the priority and support provided at fidditical level for interoperability between MSdn
with European Institutions, which is strong and esnfrom the highest levels in the EU. The support
is specifically manifested in a number of ambitiquaditical objectives laid out by the top European
Policy makers.

2003 2005
Public Sector Information Directive eEurope 2005 Action plan 2007
(2003/98/EC) i
1994 2000 2004 2006 'NS;')%E IEI'E%C;W
Bangemann Report Lisbon strategy for growth Public Procurement Directive Service Directive
and employment (2004/18/EC) (2006/123/EC)

1993 1998 2002
Delors paper “Standards’ Directive eEurope 2005 initiative
(1998/34/EC)

2004 2008
EIF V1 EIF V2

1994 1995 1996 1997 1998 1999 2000 2001 2002 2003
1993 2008
2001
eGovernment Ministerial 2005 2007
conference in Brussels ModinisIDM i2010 initiative
Programme
2003 2005 gl 2007

eGovernment Ministerial Manchester Lisbon

conference in Como Ministerial

Declaration

Ministerial
Declaration

2004 2006
Decision 2004/387/EC Commission Communication on
adopting the IDABC Programme "Interoperability for Pan-European

eGovernment Services"

3.3.4 National Interoperability Frameworks (NIF's)

Within the EU, many Member Stafesiready have or are in the process of developeiy town

National IF's, (NIF's) addressing interoperabiligsues arising within their own country, across
internal borders, between national agencies, deeats, government bodies, etc. These NIF's are
complementary to the EIF yet should be compatibith *°. The EIF and the NIF's complement one

® Currently there are 12 with published NIF's. A 6 countries, with links to their published NIan be found
on the IDABC website ahttp://ec.europa.eu/idabc/en/document/6227

1 This compatibility between NIF's and the EIF is iamportant consideration. IDABC plans to set up a
permanent "NIF Observatdras a way to track developments on interoperghitithe MS PA's, to facilitate the
exchange of information relating to Interoperapilietween MS, and to promote the integration of pcepts
into MS NIF governance and related activities vifith aim of furthering compatibility between the Elfd the
NIF's
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another in the sense that the EIF is concernedR&BS at EU level, whereas the NIF's are concerned
with both PEGS and non-PEGS, but only at the natimvel.

The Commission recommends to all MS the alignment of their respective NIF's with the EIF
in order to take into account the EIF dimension.

The Commission recommends to all MS to include their NIF's in their public calls-for-tender,
and require compliance.

The Member States should prepare and publish national roadmaps (including deadlines) for
interoperability, and a process to validate the alignment of these roadmaps as well as the
respective NIF's with the EIF should be established.

The Commission recommends the creation of an observatory to follow this process.

3.3.5 Legal framework concerning the EIF

The European Interoperability Framework has beeveldped in the framework of the IDABC
programme, in close collaboration with the Memlfgtates and the concerned Commission services
with the final goal being to contribute to the imal market achievement.

Article 2 (d) of Decision 2004/387/EC adopting tH2ABC Programme aims among others to
achieving interoperability, both within and acrakferent policy areas and, where appropriate, with
businesses and citizens, notably on the basi€ofa@pean Interoperability Framework.

To this end, the IDABC programme develops infraguice services as defined in article 3 (d) of the
Decision as services provided to meet generic reménts, comprising technology and software
solutions, including a European interoperabilitgniework (EIF), security, middleware and network
services. Infrastructure services underpin thesdsfiof pan-European eGovernment services.

The EIF is part of the list of horizontal measunesntioned in article 5.1 and identified in Annex 2
B(i) of the Decision that the Community, in coop@ra with the Member States undertakings.

The implementation of the EIF should contributetite improvement of the internal market and as
such should be taken into consideration both by dbetors and by the Members States when
developing and delivering Public Services to Citzand Businesses.

Article 4 of the IDABC Decision states that the jeots of Common Interest (PCI) under the
responsibilities of the sectors shall, wheneversiids, make use of the horizontal pan-European
eGovernment and infrastructure services and cangito the further development of these services.

Furthermore as mentioned in article 6.9 of the IABecision, Projects of Common Interest and
horizontal measures shall, where appropriate, ke account of the European Interoperability
Framework provided, maintained and promoted byE#BC programme.

Consequently, EIF as a horizontal infrastructurgise shall be used by the PCI and by the horidzonta
measures.

The EIF is not binding on the Member States. Howetlee Member States should self-enforce
compliance with the principles and provisions & #IF which has been developed collaboratively in
the spirit of article 154 of the Treaty on whicle twhole IDABC programme is based. According to
this article and with the aim to help achieve dhgectives referred to in Article 14 (internal metk
the Community shall contribute to the establishrmeemt development of trans-European networks in
the areas of transport, telecommunications andggnefrastructures and shall aim at promoting the
interconnection and interoperability of nationalvmerks as well as access to such networks.

The EIF is a means to contribute to the establistirokthe internal market. Following Article 14 of
the EC Treaty, the Community shall adopt measurils tve aim of progressively establishing the
internal market which shall comprise an area withioternal frontiers in which the free movement of
goods, persons, services and capital is ensureddardance with the provisions of this Treaty. In
facilitating interoperability, the EIF will enabtee provision of Public Services delivery at Eurape
level and thereby contribute to the internal maddattievement.
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A concrete example of specific market-related aamigents furthered by interoperability can be found
in the Services Directive (SD). The implementatdriPoints of Single Contact (PoSC's) for migrating
service providers is mandated by the SD to plaadh furoviders on an equal footing with local
providers. Setting up and operating these PoSdlIsrequire significant cross-border interaction
(involving the particular PEGS needed by such niggaservice providers), which will be simplified
considerably by increased interoperability.

Furthermore, in contrast with the first versiontloé EIF (November 2004) which was endorsed only
in the framework of a programme (IDA 2 programmehatt point of time), the new EIF will be an
annex to a communication from the Commission to Ehgopean Council and the European
Parliament and will therefore constitute an Comiaisgosition with respect to interoperability ireth
field of Public Services delivery.

3.4 The role of the EIFv2.0 for Pan-European e-Gove rnment Services

The efficient and effective delivery of Pan-EuropeaGovernment Services (PEGS) is not a simple
or straightforward matter. In fact, a number of kesues need to be addressed:

* How are “Public Services” to be delivered at EUdleand across borders?

* How can basic National (Member State) eGovernmentponents (functions, services, etc.)
be aggregated at EU level to form PEGS?

« What are the Interoperability issues to be resdved

The European Interoperability Framework (EIF) reprds a common vision on these questions,
specifically for the delivery of PEGS, and addresee interoperability issues to be resolved. It
provides a framework for achieving the common visidhe intention is to provide guidance the
Member States in achieving this vision. More speaily,

* In order to provide improved public services wharle more tailored to the needs of citizens
and businesses, the seamless flow of informatisosacgovernments and across sectors is
required. Through itpromotion of interoperabilitythe EIF facilitates these information flows,
which in turn facilitates the cross-border delivefypublic services where needed.

* By providing a Generic Public Services Conceptuad®l (GPSCM), the Elfprovides a
blueprint for the design of future Public servicggh interoperability and the pan-European
dimension built in from the very beginning (drawibgard) phase, thereby addressing the
issue of aggregation. The GPSCM is generic enobging based on best-practices type
information gathered from existing implementatiansthe Member States, that it respects
subsidiarity and more specifically national e-goweent services frameworks.

3.5 The Benefits of Interoperability

The benefits of Interoperability in the domain @avernment, both direct and indirect, are numerous.
Interoperability is a both a prerequisite/enabterthe efficient delivery of PEGS, and an enharder
those eGovernment services, hence the benefitslloPEBGS could be said to flow from
Interoperability. However, the direct benefits tremselves numerous and substantial.

3.5.1 Classification of Benefits

As interoperability operates at several differaviels, as well as involving an exceptionally breat

of stakeholders (essentially the same as staketsofde eGovernment services) we should expect a
wide variety of different types of benefits. Bengftan be classified by the interoperability level
which provides them, the type of benefit obtainembs{, time, etc.) and by the beneficiary
(Administrations, Businesses and Citizens). Thisreach to the cataloguing of benefits insures that
we will be fully cognizant of what is to be gained.
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3.5.2 Benefits by Interoperability Level

At the technical level, interoperability respondsttie overall need of interaction among diverse ICT
systems in order to share and exchange data, vatidnbetween different government agencies, and
in the cross-border context (PEGS), between difftefE€U) administrations. The benefits at this level
amount to dramatic savings in time and cost degiyiom the avoidance of ad-hoc or point-to-point
solutions®. Furthermore, the resulting exchanges are likelypé more reliable and require less
maintenance.

Interoperability at the semantic level respondth®oneed for disparate systems to understand and be
able to reuse the data they are exchanging/receivihe benefits at this level will be even more
dramatic, as in the worst case, when data exchaisgeat directly usable due to semantic mismatch,
very labour-intensive and time-intensive actions eeded to process data for reuse at the receiving
end.

Interoperability at the organisational level resg®rio the need for different entities to be able to
cooperate efficiently by working together basedsome commonalities and/or understandings about
how they must conduct their own business and hasy timust interact. Integration of disparate
Business Processes, even within a single orgamisatia very complex endeavour, whose success is
not always complete or even possible. The benafitdis level are highly significant in that they
enable certain processes and activities to takeepkand certain objectives to be met, that often or
normally would not be possible.

Interoperability at the political and legal levekponds to the need for administrations to be edign
terms of the priority and resources assigned tgtbgects requiring interoperability, and the néed
data exchanged between administrations to havesahee meaning and weight in both country of
origin and country of destination. Also, legal aigent is needed to achieve mutual cooperation and
recognition. At the political level, the benefits interoperability are that it enables policy makéo

set and achieve their priorities. At the legal letiee benefits are about enabling all stakeholders
meet their legal obligations.

3.5.3 Catalogue of Benefits by Beneficiary

3.5.3.1 Benefits to Administrations
» Helps them to do their jobs better: more efficigntllfil their obligations faster at lower cost;

* Facilitate reuse of data and functionality whiclm éd@ad to reduction of overall department,
agency and total government IS development costs;

* Improve management decisions by facilitating agatieg of data;
» Speeds up the development of public services applasting systems;

« Interoperability leads to better decision makingpvaing data collected by different agencies
to be aggregated, and serve as inputs to betteg imormed decisions;

« Allows for better coordination of government seescresulting in higher added value to
citizens and businesses;

* Speed up public services development;
¢ Reduce ICT costs and enhance ICT affordability;

« Promoting international cooperation: Providing &iddial tools that can be brought to bear
against certain cross-border problems such as faaddother crimes (trafficking, pollution,
illegal arms trade, etc).

1 In the cases where a global approach would be bemeficial to all member states
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3.5.3.2 Benefits to Businesses and Industry

Reduction of Administrative Burden;

Enables the service aggregation that is requireém@ement one-stop-shop interface to
government services;

Allows for better coordination of government seesaesulting in higher added value;

Increased and fairer competition, levelling theyplg field through the migration towards and
use of open standards; this opens the market, iafipdo smaller companies that might not
be able to otherwise participate or compete andfaeid creativity to the marketplace;

Unleashes growth of new markets.

3.5.3.3 Benefits to Citizens

Reduction of Administrative Burden;

By increasing the flow of information between adisiirations, agencies, entities, etc., citizens
get more accurate and complete information in tldealings with governments, and are
therefore better informed,

Interoperability is the foundation/cornerstone dizen-centric delivery of one-stop-shop
services through a variety of channels;

Enabling the streamlining and simplification of a@mment services offered to them (e.g.,
via integrated/single window-type applications),cluding significant reductions in
administrative burden;

Facilitating access to eGovernment services udibged eDoc;

Increased mobility afforded by the seamless avidithalbf eGovernment services in the cross-
border context;

Increases citizen participation and use of pubditvises via reaching for inclusion of all
citizens, thereby enhancing democracy;

Reduce ICT costs and enhance ICT affordability usedgrovide eGovernment services
meaning a more efficient use of citizens' taxes;

The seamless flow of information across governmand between government and
citizens/businesses increases transparency andraabdity.

3.5.3.4 Benefits to All

Avoidance of vendor lock-in results in lower costs,administrations to develop services,
plus more freedom of choice is available to citizand businesses as a result;

Increasing the number of suppliers of standardedgwoducts should lead to increased
competition;

Increased competition deriving from the loweringebmination of barriers (resulting from the
migration towards open standards) Unleashing efigatdf more persons leading to better
solutions, and generally accelerating the technoélution cycle;

Ability to easily fulfil various legal obligationghat otherwise would be difficult or
impossible;

Creates jobs and growth;
Leads to more equality within the EU and with emgrtrade partners;

Enables the provision of cross-border eGovernmemices in the EU (PEGS).
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3.5.4 Benefits of Interoperability with respect to Privacy and Security

The enumerated benefits however also entail ineckasks to privacy and security; the more things
are interconnected, the broader and more seriotieipotential impact that malevolent actions can
have. It is therefore imperative that interopeigblbe implemented with data protection and segurit

requirements taken into account from the beginramgl, that appropriate mechanisms be put in place.

Due to the thoroughness and exceptional transparehthe process of evaluating the impact and
risks posed by interoperability for privacy ands#y, and the necessarily systematic approach to
respecting these constraints, the achievementtefoiperability could result ienhancedrivacy and
security through uniform and rigorous respect of ttonstraints. This could be classified as an
intended side effect of achieving interoperability.

3.6 Subsidiarity at political level

The principle of subsidiarity applies to both tlenstruction and the use of the EIF. For exampke, th
process by which the EIF has been elaborated hexs ddeecuted with the complete cooperation and
agreement of the member states, culminating witto@ument drafted and agreed by expert groups
comprised of delegates from the EU Member States.

The EIF imposes no specific choices or obligationsthe Member States. Rather it presents the
results of the consultation process reached by comegreement, on such issues as the definition and
application of open standards, a common and gemeodel for public services, and the various
principles underlying the continuing implementatmfPEGS.

* With respect to standards, it does not impose aegific selections on Member States, but
rather specifies processes and criteria all haveealgshould be applied in selecting those
standards. This approach is designed to meet tkeifispneeds of each member state
administration entity or agency in the specificcamstances and environment they are
currently working in. This allows for the "best'fitf selected standard to circumstance.

¢ With respect to the common model, Member Statemateconstrained to apply the model
precisely, but rather are encouraged to use itgenaral blueprint to be referred to when new
or updated services are planned or implemented. dpproach is intended to facilitate future
integration of services.

* With respect to the underlying principles, these far the most part a distillation of (already
adopted) recent and older policy and technical eagemts relevant to the implementation of
interoperability to support PEGS. Their inclusicgrdn serves as a general reminder of things
to be “kept in mind” during PEGS implementation.

It also means that any enforcement mechanismsroesigs part of the governance process have to be
self-imposed; the result is that the MS have té-pelice their own adherence to the principles and
provisions of the EIF.

The principle of subsidiarity, which is inherentijerarchical in nature, applies not just from EU to
MS, but in some cases within MS'’s, at the Fedeaif¥al level or at other levels (e.g., provincial,
county and local municipalities, depending on th8)MFor example, in some Member States, there
are sub-federal levels of government that enjoyniBant degrees of autonomy in the decision
making process.

In practice, this means for such cases that:

« The NIF may have to take into account the appbcatif National subsidiarity; in some cases
there may not even be a single NIF for the MembbateSn question.

e The target audience of the NIF must be aware thabme cases, interconnections between
Member States will not be simple one-to-one, butspmly one-to-many or even many-to-
many.
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« Within such Member States, interoperability is just a cross-border exercise but also comes
into play between levels of national governments #rerefore becomes a far more important
internal matter on par with technical systems irdégn and/or enterprise architecture.

3.7 Governance of the EIF

3.7.1 What is Governance?

Governance of the EIF is concerned with the ownpystiefinition, development, maintenance,
monitoring and communication of the various eleraeftthe EIF (policies, standards, requirements,
etc).

IT governance implies mastery of the technologgteayns and organisations in question, ensuring that
their combined activities serve the strategic g@aid objectives set out by the organisation, in a
continuous manner, and not the other way aroundef@ance of the EIF is focused on ensuring that
the EIF supports and furthers the objectives ofpihlecy makers as expressed in the various palitica

initiatives put forward by those policy makers.

3.7.2 Why are we concerned with governance?

Since the publication of the EIF, and especiallyhvthe publication of this revised version, it has
become the responsibility of the European Commissiocollaboration with the Member States to
ensure the relevance and durability of the EIF. ifttended consequences of the publication of the
EIF require a set of supporting activities (which gan also collectively call governance) to ensisre
sustainability. Without a matching governance paogyrthe EIF would lose relevance and import
within a year or two and become a dead lestédl formally in effect but no longer valid or emted.

3.7.3 What are the key aspects of governance thatw e are concerned with?

A sustainability stud¥? focusing on funding key aspects of the IDABC peogrthat need to be
sustained has completed. The importance of goveenismsuccessfully implementing Interoperability
has already been highlighted elsewhere, partiguiarthe UNDP programs related to interoperability.
The need for systematic and formalised governahteecEIF and PEGS has already been established
in the act which created IDABC. The sustainabiktiyidy shows a way forwatdfor sustained
governance of the EIF and associated artefactsogesses, plus sustained governdhaemany of

the core services on which PEGS will be built, sastelDM (Identity Management services) and s-
TESTA (secure networking services). While globalbeaking, the governance of PEGS is outside the
competence of the Commission, IDABC is nonethesédss to make some specific recommendations
and suggestions with regard to PEGS goverrianibased on related best practices and member'states
accumulated knowledge and experience with PEGSeimghtation to date. These include such
elements and characteristics as governance stﬂétf’tugovernance activities, governance metrics,
governance planning/reviews, etc.

In the first instance, a Governance structure/mbdsl to be defined, encompassing involvement of
the stakeholders in the governance activities. fifadel should focus on the following:

2 An Internal Commission document that was not gl

13 Especially the programming/funding aspects of it.

4 Suggested responsibility of EC-DIGIT

5 One suggestion involves the establishment of arsép agency tasked with governance and otherecelat
activities.

8 We can observe that governance of PEGS will be dona sector-by-sector basis, but recommend tieae t
be some global coordination of these governandeitées, and that sector-specific governance fobaw some
degree or other a common (or similar) approacheims of those elements of structure, activitiesetries,
planning and reviews. For example, most if noP&EIGS would benefit from the existence of an exgestip of
MS delegates to aid in the governance tasks.
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1. Specifying decision rightsmaking clear what decisions need to be madewdraican make
them regarding the EIF;

2. Managing the life-cycle- including periodic reviews, top-down re-asses#sjeand taking
into account paradigm shifts when they occur;

3. Measuring effectivenesddefining metrics of success as well as using satrics to evaluate
progress on interoperability, and take approp@ateons when necessary.

Secondly, governance organisation, procedures amckegses have to be defined and put in place.
Aside from those aspects mentioned above (decisi@king, life-cycle management, monitoring),
processes and procedures would have to be esetblishdeal with the application of the metrics, to
ensure compliance and provide effective enforceroérihe precepts of the EIF. It must be stressed
that compliance cannot be coercively enforced iis dontext. Nevertheless, some enforcement
mechanisms will likely be needed. Any such mechasiswill necessarily be voluntary ones.
Nevertheless, there are a number of possible sétfipg approaches that can be proposed/discussed
and eventually employed.

3.7.4 What are the concrete and definite statements  with regard to governance
that we are able to state at this time?

There is work currently underway on the Europedartiperability Strategy which already deals with
these issues (especially the organisational one@s) & long-term strategic perspective.

A significant amount of discussion remains to defthe governance model, and to work out the
details of what will be done to support and sustAaEIF; These are planned to be conducted irt shor
order after its publication. In particular, themmains a significant amount of organisation-related
actions to be taken.
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4 Roadmap to the EIF

4.1 Scope and PEGS scenarios

4.1.1 To whom does the EIF apply

The EIF will be of interest to all of the stakeheisl who have been previously identified:
Administrations, Businesses and Citizens. More ipetyg, the EIF is of interest to all providers and
users of eGovernment services, especially thoseaaffin the cross-border and cross-sector context.

The specific provisions of the EIF are however glesd to provide practical guidance to two main
classes of stakeholders:

« administration policy makers responsible for eGowsent service development and operation,
and

« administration officials responsible for ICT systefimplementation (and by extension any
contractors working on their behalf)

In more concrete terms, the EIF is intended toyaplen decisions are made about implementation of
eGovernment services, especially during the devedop and application of:

« EU and national policy objectives

« national interoperability frameworks

¢ EU and national and departmental IT strategies
« national (and EU) ICT systems

The document may be used by EU agencies and iimtisu and national authorities during
procurement exercises involving ICT systems.

4.1.2 Interaction Scenarios: A2A, A2B, A2C

The interoperability covered in the EIF comes ipkay during a number of specific circumstances or
interaction scenarios. The pan-European eGovernBemices (PEGS) that are covered by the'EIF
can be subdivided into a number of interaction $yipgolving trans-border operations:

« Direct interaction between citizens or enterprigsone particular Member State with
administrations of other Member States and/or Eemop institutions. (these are
Administration to Citizerand_Administration to Busine$gpe interactions, or A2C and A2B)

* The exchange of data between administrations &rdifit Member States in order to resolve
cases that citizens or enterprises may raise \mghadministration of their own country.
(These are bilateral Administration to Administoattype interactions, or A2A)

e The exchange of data between various EU Institafisgencies or between an EU
Institution/Agency and one or more administratiasfs Member States. (These are also
classified as Administration to Administratitype interactions, or A2A)

These scenarios collectively define the scope phiegbility of the EIF.

Each of these interaction scenarios are illustratede following diagram.

" A semi-comprehensive list of PEGS for citizens hoginesses is given below in section )
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The first interaction type comprises those eGovemmnservices that are provided to citizens or
enterprises at national level, but that may alsoftaterest to citizens or enterprises locatedttmer
countries - on account of requirements such aslémeeof movement of people and goods, such as
might be mandated by the implementation of the iSeirective.

The second interaction type is a fundamental plagllocross-border eGovernment services, in that
they involve automated cooperation between sepadéparate administrations (and their systems;
processes, and organisations) to achieve a comoairogresult.

The third interaction type is of high interest timanistrations in that it involves their legal ajdtions
to share and provide certain types of informatioa form suitable for reuse.

4.1.3 Scenario 1: Direct interaction between Citize ns/Businesses and Foreign
Administration

Wember State A, Wember State B

a 2\

AZE Busi
Businesses —— USINesSses

AZB

Administration
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As an example of such a scenario consider a waitieeh who is a national of one MS (MS B) and
has taken a job in another MS (MS A). There willsbeumber of formalities in the destination MS he
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will have to complete in order to establish himselfthe destination Member State. He would
therefore like to avail himself of the different @@rnment services necessary to complete this task.

Interoperability comes into play in a number of §ibke ways, including:

« In providing a one-stop-shop interface to the e@uvent services being offered to the
Citizen or Business

* In providing a means for the Citizen or Businesglamtify himself to the destination Member
State’s administration

e In providing a means for the Citizen or Businessotdain documents from or provide
documents to the destination Member State’s adtraiisn in electronic form

4.1.4 Scenario 2. Exchange of data between administ rations on behalf of
citizen/business requests

Member State A Member State B
e . .
k AZC
v
Admin Admin Admin
Admin Admin Al 0 b
3 49— | A c - > <> 1
A2A
L3 A2A g ik .

As an example of such a scenario consider a seprméder established in one Member State who
wishes to offer his services in another MembereStde will have a number of formalities to complete
with this target Member State, and will therefoerd to avail himself of their services. It is likel
however that a number of administrative bodies agehcies, in both of the MSA'’s, of origin and of
destination, will have to interchange informatiomdadata about the particular service provider in
order to complete his request for establishmentisithere that the interoperability between
Administrations comes into play.

As another example, consider a Citizen of MS A wias worked previously in MS B and is now
retiring and wishes to transfer his accumulatedsipenbenefits from the MS where they were earned
to the MS where he will spend his retirement.
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4.1.5 Scenario 3: Exchange of data between National =~ Administrations and EU

institutions in order to provide public services to citizen and businesses
Member State A Member State B Member State ©
Administration Administration Administration

European Administrations

Businesses and Citizens

This is a very common scenario, often involving #ggregation of data from national sources for the
ultimate use of citizens and businesses that ishnimcuse today. There are already a variety of
circumstances under which National Administratiah®ady provide information to and exchange
information with European administrations, incluglithe European Commission. Many of those
exchanges are however ad-hoc in nature, and invetyacy systems for which the possibilities of
reuse are limited.

Typically the exchanges involve sectoral networkadministrations (such as those dealt with by the
IDABC Programme), where a legal basis requires that Member State administrations collect,
exchange, and share data together and with EUUnstis and Agencies.

Examples of such scenarios include the Member Sfateviding data and statistics on environmental
conditions in the Member State to a competent Eeappauthority who then proceeds to disseminate
the aggregate data to the public (INSPIRE direftive

Another example is TARIC in the Customs domain, mehre the MS receive updates from the
Commission to their Tariff databases, and theyum supply translations of the descriptions in thei
national language(s), etc. The aggregate dataveztdiom all MS is made available to the general
public via the Europa website (TARIC DDS — Datadeisiination System).

4.1.6 Examples of "high-impact" Pan-European eGover  nment Services (PEGS)

The preceding generic descriptions of Pan-Euroggaovernment Services within the scope of the
EIF can be complemented by a review of some sgeeif@mples of the types services covered by the
different interaction scenarios presented above.

While the following is not intended to be a commesive list of services (which would become
outdated quickly), we can list a number of the nmiogiortant or “high impact” types of PEGS under
consideration at this time, for illustrative purpss

From the users’ perspective, some of the most fisgnt PEGS® can be grouped into clusters as
follows:

18 Taken from the CAP Gemini study on stakeholdewuirements for pan-European eGovernment Services
Final Report v1.3 PEGSCO 2005-02-11 DOC 6.1,whiavided a Ranking and Descriptions of various PEGS
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Sector/Area Service Sector/Area Service
Business »  Start-up of a company Social security e Informational service for
development (A2C) social security systems
(A2B, A2A)
»  Public procurement ¢ Unemployment benefits
* Registration of patents, » Child allowances
trademarks, designs * Pensions
e Consumer protection),
labelling, packaging «  Public health insurance

Certificatesand | «  Birth and marriage

licenses certificates
(A2C)
» Driving licenses Supply of  Tax for businesses
statistical data « VAT refunding
¢ Passports, visa (AZB, A2A)
* Information on tax|
« Residence and working incentives

permits

« Declaration of excise goods

« Car registration

Education e Enrolment in high schools Work « Recognition of qualification
(A2C) and universities (A2C) and diplomas

e Study grants « Job search
Tax for citizens ¢ Online Tax returns Customs (A2C, ¢ Information on Customs
(A2C) +  Online Tax payments A2ZA) duties

¢« Customs declarations

4.2 Context

As stated previously, the expresgmhl of the European Interoperability Framework isapggort the
development and deployment of PEGS at the conddpttel.

In order to meet this goal, the EIF has opted fsiracture mapped to the main stépecessary to put
a PEGS in place. This allows for a clear and dimemonstration of how the interoperability
framework provides support for and/or importgoidance to thePEGS provider at each of these

steps.
Identification of gaps
> Busness> Conte>> Mod> Standards,
description

In order to achieve this goal however, we also havake into account the gaps between the current
situation and the target situation. An analysisdentify the set of interoperability challengesdn
systematic and comprehensive manner has been peddior each step of the PEGS development
lifecycle and has resulted in a ser@éommendations aimed at a large variety of stakelders.

A) PEGS are built to fulfil needs of the internal market. In order to do so, they have to be
aligned with a set of underlying principles, commoly agreed and acting as universal

the objective is not to present any specific demeient roadmap for implementing a PEGS, but tothise
pragmatic sequencing to cover the main activitiest should be part of a PEGS conception and iltestthe
links with the EIF
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foundations reflecting the expectations of the sagfy at large. A clear appropriation of those
principles is critical as it directly affects the \ery nature of the PEGS.

The PEGS development lifecycle perspective:

Pan-European e-Government Services support thetgie of the internal market. Some underlying

principles are the foundations on which the PEGS lauilt; they provide additional guidance by

describing important aspects that every stakehatéeds to keep in mind when implementing any
Public Services with a pan-European dimension. Hsigect is addressed very early i.e. when a
business description of the PEGS is prepared;ititisides the typical services of the PEGS and

corresponding expectations.

B) PEGS are not standalone. They are part of a mucharger environment, the Public
Administration ICT ecosystem. In this context, they have to interact with a large set of
components and are often built on top of pre-exigtig components. This entails a number of
integration and interoperability challenges.

Interoperability is itself a foundation of PEGS iepentation. Therefore, in order to obtain the best
and most complete understanding of the generaliregants of PEGS implementation, a proper
appreciation of the different dimensions of intesgbility is necessary.

R W IR S
@(\6 ,@&\ ’&Q\} Qg& & =
S & 2

ureyd Aujiqesadoiaiul

Three dimensions have to be taken into accounblieatively address all the issues necessary to
achieve interoperability in the EIF (PEGS) context.

The first dimension is the “interoperability levels(horizontal) which classifies
interoperability concerns by who/what is concerned

The second dimension is the “interoperability chajwertical) which is concerned with
interoperability as a phenomenon, as somethingressgrely built up over time via the
construction and assembly of essential “buildingcks”. These can range from such generic
items as infrastructure elements like the Intepablic), or the STESTA network (private), to
core services such as elDM and eDOC, up to permamdiaboration structures such as the
SEMIC XML clearinghouse, or the NIF observatory eTpresence of an underlying skeletal
interoperability infrastructure and the associatedvices offers an integrating solution that
isolates PEGS implementations from the detaildefdifferent possible specifications and/or
underlying protocols via the presence of a commatigned and adopted set of interfaces.
Thus, for a PEGS implementation to make full useéhefse underlying infrastructures it is
only necessary to be aware of and to use apprefyritite specifications of the corresponding
interfaces.
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BO FO

Basic Public Secure Data Aggregate Administration,

Functions Exchange Services Business, Citizens

i - -

Political Context

« The third dimension is “interoperability standardst “interoperability agreements”) which is
concerned with the specifications and/or decisgmserning in detail how the interoperability
is implemented, a “contractual” view if you will.h& assessment and selection of these
standards facilitates the information exchanges #& integration of components. The
important thing to note is that these interopeigbérrangements at all the levels need to be
subject to an appropriately standardized apprdaahis systematic, formal, detailed and clear.
Member States can all benefit from each of therstheork and experience in the different
areas by sharing of information via the appropriatams. Where none exists, the appropriate
ones should be setup to facilitate the exchanges,cancurrent efforts at standardisation.
Currently, the most intense interest focuses osehat the technical level, where technical
interoperability is implemented, as this is a fogaint for interaction with external suppliers,
and therefore involves well-established and dedaskts of requirements and procedures such
as all the rules in force for public procuremenrgreises.

The PEGS development lifecycle perspective:

Once identified as a valuable cross-border sertacbe built, a more in-depth analysis is usually
performed in order to assess the context in wHiehREGS will be built (AS-IS, TO-BE, readiness,
etc.). This includes the production of a roadmap gl@nning) for implementation. This roadmap
should comprehensively cover the various interdpbta levels (political, legal, business, semantic
and technical) in order to identify gaps and preitons necessary to ensure successful
implementation (and operation) of the PEGS.

In order to start the actual development, a breakdof the PEGS into basic constituent sub-
components ("Building Blocks") can be initiatedshould be based on the guidance provided by the
Generic Public Services Conceptual Model (GPSCM, s&etion 7) with a specific emphasis put|on
well-conceived / reusable building blocks.

Once the building blocks have been identified, adég standards must be selected enabling reuse, as
well as ensuring long-term usability while minimmgi constraints. This covers the inter-blgck
interfaces.

C) PEGS are tangible infrastructure components.

They have to be progressively built and integratedan essential part of the PA ICT ecosystem. In
order to do so, PEGS need to be progressively dpgdlbased on sound development methods.

The PEGS development lifecycle perspective:

Based on the expected uses of the building bloamksadequate development methodology must be
selected enabling future reuse, as well as ensloimgterm usability while minimizing constraints
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4.3 Using the EIF to achieve successful PEGS

The EIF Roadmap depicts the relationship of the tBlthe generic PEGS development lifecycle, and
the relationship of the EIF fundamentals to theéeaament of PEGS, bridging the gaps between what
is provided/available in the current environmemgd ahat which is necessary for the successful
implementation of PEG4

The diagram can be read as follows: start frometindronment, depicted as the outer circle, put the
enablers in place, allowing the efficient executidithe PEGS lifecycle, resulting in Successful BEG
implementation (the central circle/target).

It should also be noted that this generic PEGS Idpweent cycle, as seen from the point of view of
ElF-related concerns, is self-reinforcing lifecycle, in which the conception and construction of
PEGS starting from a modular approach results inenBuilding Blocks which can in turn lead to
more PEGS implementations; the cycle continuefiinitiy.

In the following sections, we discuss each elemanthe EIF in detail, as they relate to PEGS
development, and the corresponding challengesjensaind recommendations:

e Section 5, "EIF Underlying Principles", presente ttD Underlying principles of European
Interoperability;

e Section 6, "Interoperability Levels Dimension", geats the technical, semantic,
organisational and legal interoperability levelsyeell as the political context;

e Section 7, "The Generic Public Services Conceptladlel (GPSCM)", describes a generic
model for public services;

2'When the PEGS implementer is a national publiciaitnation, they will obviously also take into @aumt
their own NIF's requirements (should they an NIt this deals only with national issues, and &rdfore
outside the scope of this discussion. As long asN- in question is consistent with and compatibith the
EIF, it has no impact on the discussion that fodow
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* Section 8, "Adopt Open Standards or Technical Sipations”, presents a standardisation
approach;

e Section 9, "Be prepared to benefit from Open SoMe¢hods"”, discusses the development
models;
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5 EIF Underlying Principles

5.1 Introduction

The purpose of this section is to outline the gainer
policy guidelines and the associated underlying
principles to be observed in implementing the PEGS-
related systems, processes and organisations téat
intended to be compliant with and benefit from EiE.

Pan-European e-Government Services are intende
support and contribute to the free flow of goo
persons, capital and services within the internatket.
All the political inputs quoted in the previous Sews
have adopted and promote a set of general priscip
which should be respected by any Public Servicéls wi
a pan-European dimension. These underlying priesipl
are the foundations on which the EIF is built; they
provide additional guidance by describing important
aspects that every stakeholder needs to keep id wiren implementing any Public Services with a
pan-European dimension. Taken together, they @utlire overall intent of the EIF, and provide
guidelines for decisions that must be taken coricgrdetails related to implementation of PEGS.

Nearly any public service offered by the Membert&taould potentially have a European dimension,
and therefore be a PEGS candidate. In fact, mdsinpal PEGS will not be directly traceable to a

specific EU Directive, and therefore the Europeemethsion will not necessarily be explicit or clear.

The Underlying Principles represent things thatdnée be kept in mind throughout the PEGS

lifecycle, starting at the beginning. Even at theposal stage, a "good” PEGS candidate is onedhat,

a minimum, is aligned with these principles.

This is of interest to the EIF because it conceffisctive application of the EIF. Specifically, the
various interoperability enablers, including thostated to the Underlying Principles, will only be
phased in gradually. The relevant National and BG8 authorities need to take this into account in
their roadmaps and plans.

The European Commission and the Member States should set up a campaign promoting
awareness of these fundamental strategic concepts in order to lead to better PEGS
proposals more likely to succeed.

The 10 Underlying Principles of the EIF fall intdew different categories. The first Principle deal
with fundamental constraints of Policy making i tBU environment. A number of the Underlying
Principles express basic and inescapable user i2¢diough 6). Some key EU policy objectives also
find expression in the principles (7, 8). Finaliye remaining Underlying Principles could be
characterised as representing a high standardtégmionalism in the approach to the implementation
of PEGS in the EU (9, 10).

5.2 Underlying Principle 1: Adhere to the subsidiar ity and
proportionality principles

The European Interoperability Framework is concérméth Public Services offered at the pan-

European level. In line with the principle of subarity, the Community is not competent to acthia t

IT area, on issues of administration or of eGovesnimThe guidelines and direction offered here do

not intrude on the prerogatives of the Member Séatministrations (at all levels from Local up to

National) or of the EU institutions.
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The subsidiarity principle applies such that then@unity only intervenes if the challenges can be
better met at Community level. The proportionaptynciple also applies in that it limits Community
intervention to only what is necessary for meethgchallenges.

Governance and operational autonomy shall be imghéad at the most decentralised level that is
appropriate for each service.

It will be up to each Member State and EU Institutio take the necessary steps to ensure, in line
with the European Interoperability Framework, infgrability where needed at a pan-European level.

Member States and the European Commission should establish and then crosscheck their
PEGS development roadmaps in order to ensure interoperability at the EU level and validate
that the challenges are addressed effectively.

5.3 Underlying Principle 2: Focus on the needs and rights of Citizens
and Businesses

Public services are provided to serve the needsitifens and businesses. Those needs should
determine how government functions are definedganernment services delivered.

The citizens and businesses expect:
» Access to customized services, such as personaiifechation and personal virtual dossiers,

* To be asked to provide information only once, whiefuires sharing of information between
administrations but recognizing the limits thatvpdy and data protection require,

« "Points of Single contact" (PoSC) that let the diidahe “walking”, not the citizen or business
customer. The idea is to implement something likR@wrong door" principle - regardless of
where a citizen or business customer begins hizlseaquest for assistance or a service, he
will be provided with the direct access and thestaisce he/shelit seeks

» Access to, and availability & reliability of Publ®ervices anytime, anyhow, anywhere (within
the legally applicable delays).

The trend in Public Services should be towards increasing integration of location-specific
information into the service offerings, including personalisation of contents according to the
location of the service customer, as well as benefiting from geo-referenced data and map
services.

This aspect should be integrated into eGovernment service offerings when appropriate from
the citizen or business customer's point of view.

« All official EU languages should be supported, pprapriate to the context (see section 5.6,
"Underlying Principle 5: Design for multilingual &% page 28, below).

5.4 Underlying Principle 3: Build in e-Inclusion an d accessibility for all

It is still unfortunately the case that public Sees are often designed under the assumption hieat t
user does not suffer from any disabilities or latidns, and has as a matter of course ready attress
IT equipment and the internet. It is of course sirdéle and worthy goal to advance the possilslitie
for disabled and digitally agnostic persons to eignee the same (or as nearly as possible the same)
service levels as other people. Public Administratishould ensure that eGovernment creates equal
opportunities for all citizens and businesses thhowpen, inclusive services that are publicly
accessible without discrimination.

Accessibility should be tackled in the early agésalb eGovernment public services projects as a
common requirement and also when multimedia corigetrteated for use within eGovernment Public
Services.

Some principles should be adhered to:
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* No citizen should be left behind: citizens of diffey abilities (or "disabilities”) will be
accommodated, according to their needs

+ Design Web interfaces according to standardisedagebssibility guidelines ensuring access
for disabled persons.

* Prepare multimedia (audio, video, etc.) data tahderstood in alternative ways (such as via
the use of alternate text, etc.).

* Use alanguage and vocabulary that can be unddrbiothe average/typical user.

Issues such as socio-economic disparities betwegions and groups of citizens should also be
addressed. Traditional service delivery channetsulshcontinue to exist, enhanced by the use of
technology. People should have a choice of chartoedevernment information and services that are
convenient and easy to use. Fulfilment of servicest be consistent, regardless of the different
access channels used.

A process-oriented approach in which accessibdiypcerns are properly taken into consideration
throughout the development lifecycle of a PEGSikely to be the most effective. Within this
approach a certification schema could then be getat only on the result (website compliance with
relevant guidelines) but on the full process of lenpenting accessibility like the "quality insurance
process" has been set up through normative appchaahg the last past years.

The Member States and the European Commission should support the set up of a
certification scheme supported by a process addressing public services accessibility.

The most viable way to achieve this (besides thdeat guidelines for accessible websites) is to
follow "design for all approaches" that takes asiiBbty considerations into account since the
beginning of the technology and service developmentess. It is also important to consider a multi-
channel strategy in order to render the servicedable to citizens and enterprises through difiere
communication means.

The European Commission should make sure that administrations understand the needs to
create portals, to stimulate administrations to think beyond the mere provision of user-friendly
web interfaces and to invite industries and administrations creating portals to support a multi-
channel strategy.

Adherence to accessibility guidelines can also #&dlifated by the use of accessibility-friendly
development tools, that are "accessibility awapslbée”, and/or make appropriate use of "assistive
technologies” (e.g., content management system$, et

The Commission must support the development of such accessibility-friendly tools, via EU
sponsored initiatives.

Interoperability of e-government platforms and services with "assistive technologies" used by
people with disabilities (e.g. Braille readers, text-to-speech conversion software, etc) must
also be taken into consideration.

Another aspect of accessibility concerns scenavitere the citizen is simply unable to directly make
use of the public services, for whatever reasomhikcase, accessibility is furthered by the cdjppab

of a system to accommodate the actions of a thimdypacting on behalf of such citizens. More
specifically, the concept of elD and mandates/dgleg should be built into service provision. This
may even be relevant for services not requirinchentication, but which do require recourse to
external services (service provider), which may ehatheir own requirements, such as
banking/payments, etc.

The Commission should encourage schemes where online actions can be performed by one
identified person or entity on behalf of another person or entity and therefore stimulate the
inclusion of mandates and delegation into elD related development efforts.
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The Member States should also include such provisions in their NIF's: in order to make this
truly cross-border, it should even be possible to delegate or to assign mandates between
entities in different MS's.

5.5 Underlying Principle 4: Ensure Security and Pri vacy

Security and privacy are transversal concernsatiatt all PEGS, and for which a common approach
at the EU level is needed. Security, privacy ana @aotection are major obligations of governments
and institutions that are entrusted with the adshiation of public services and the exchange ofipub
information. An environment of trust must be egsdidd. The first step for the MS's is to estab#ish
roadmap covering such items as implementation wincon models.

Citizens and businesses must have the guarante¢htia fundamental rights are preserved. They
must be assured that all interactions with theiregoment are properly secured.

From the user perspective, functions associatech vgigcurity (identification, authentication,
authorisation, integrity, non-repudiation, confitlality, etc.) should have a maximum level of
transparency, involve a minimum of effort and pd®vihe proper level of security.

Overall, the reliable exchange of information regsiconformity with an established security policy.
This is achieved by conducting risk assessmentsapptying the appropriate security measures prior
to the set-up of new services.

The public administrations concerned will need to consider their own security policy and
come to an agreement on a common security policy at pan-European level.

Pan-European eGovernment services need to ensufiienurievels of personal data protection,
including measures in which individuals have tlghtito choose whether their data may be used for
purposes other than those for which they were mallyi supplied, as well as uniform application of
security levels in order to eliminate (where polsjilweak links in the security chain.

Appropriate information regarding the use of peadatata should be made available to the individuals
concerned. Full compliance with the existing Eusspand national data protection legislation should
be ensured.

Public Administrations should organize themselves internally so that inappropriate
aggregation of citizen and business data is not possible, and that the principle of separation
of concerns should be employed, whereby access to citizen and business data is only
possible by authorised staff, on a need-to-know basis which is strictly enforced.

Introduction into the standard approach to analgsirequirements for all public procurement in the
MS the addition of specific set of requirementsedag to the European dimension of PEGS,
specifically security interoperability requirementhe question of specific requirements such as
common authentication levels, transmission of secassertions, etc., will be treated in the
Architecture Guidelines). The outputs of the calliagtive activities should then be included into the
procurement dossier for each PEGS-related procureme

The Member States shall collaborate substantially on this topic to build a common set of
requirements.

The Member States should also integrate the results of the elD Large Scale Pilot (the outputs
as well as the lessons learned) into their national infrastructure and their National
Interoperability Frameworks, as these will likely also include significant security and privacy
related results.

Businesses and Citizens require a sufficient le¥guarantees regarding their privacy, an apprggria
collaboration structure involving data protectiariteorities from the MS and at the EU level showd b
considered, taking into account the necessary dialiy.
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Privacy as relates to the usage of PEGS is alsata Protection issue. The confidentiality of this
information also has to be respected. A hypotheR€GS where such issues would come into play is
one providing a cross-border Job Search service tpasers in any MS.

The PEGS operator has to have a clear view of his legal obligations with regard to Data
Protection, which underlines the need for cross-border collaboration and coordination.

The European Commission and the Member States should establish the appropriate
collaboration and coordination structure(s) between the different data protection authorities
concerned.

5.6 Underlying Principle 5: Design for multilingual use

In Europe, a variety of languages is used and paogean eGovernment services should meet the
linguistic and other cultural requirements of thesers.

At the presentation level (front office, web pagethe level at which citizens and enterprises ader
with administrations), the delivery of pan-Europegovernment services in the local language(s) is a
major factor in their effectiveness,

Service implementers face architectural and dedigiices in implementing these services (centralised
vs. distributed, integrated vs. layered at the gn&gion level, etc.) with respect to multilingsat;
Regardless of the implementation details howevan-fpuropean eGovernment services which are
intended for all European citizens or businessessusiust be made available to them in all of the
official EU languages.

For those public services which are not initiayeinded or expected to be used by a wider, non-loca
audience (i.e., services not formally defined a&BE it is still considered a best practice to offe
such services in at least one or two additionaguages, with an eye towards eventual language
independence of implementation of all eGovernmentises.

At the back-office level, the underlying information system and technical architectures should
be linguistically neutral where possible, so that multilingualism does not become an obstacle
to the delivery of eGovernment services. If neutrality is not feasible, provisions should be
made in order to facilitate translation mechanisms.

Furthermore, the achievement of semantic interdgiésain a multilingual context is also a common
goal and a priority.

5.7 Underlying Principle 6: Support public particip ation and
transparency

People that are better informed are better abtoiribute and participate in government processes,

thus furthering democracy, and adding another dawenof collaborative intelligence and creativity.

Transparency implies that citizens and businesags h right to understand and to follow the Pan-
European eGovernment administrative procedurest@ahdve an insight into the basis for decisions.

Active patrticipation in democratic processes can dmeouraged and facilitated using modern
information technology. This outcome will be actedwhen:

» the results of government actions and decisiord) as legislative acts, government gathered
statistics, etc., are made publicly available assigled for in the Public Service Information
(PSI) directive

« online participation becomes an increasingly imgatrpart of policy development and service
delivery;

« democratic processes may be electronically endblgd e-voting in local body elections);

« Information on the status of pending eGovernmentice requests and on personal data used
for decisions by administrations is easily avagabl
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« Citizens and businesses are fully cognizant ofiflays expected when they avail themselves
of the various eGovernment services.

The MS's should encourage, measure & monitor the support of public participation and
transparency within their own public administrations.

5.8 Underlying Principle 7: Support Standardisation and Innovation and
ensure administration neutrality

Standards are key to interoperability. In the Etategy for Growth and Jobs, strong and dynamic
standardisation has been identified as one of éyarkstruments to foster innovation. Standardigatio
has a dimension of public interest, in particuldrewever issues of safety, health, environment and
performance are at stake.

Administrations should ensure that solutions ang/aducts are chosen via a process in which
competition between vendors is fair. This is impnttso as to preserve the ability of the benefisar
to make the best choice between competing prodhatsfit their particular needs (at that particular
point in time) and that do not lock them in as reigduture choices.

The role of national administrations in this pracésto choose the appropriate standard for various
types of interactions, so as to ensure that prepleitions and products are available to Citizers an
Businesses.

Public administrations and European Institutions such as the European Commission should
actively support efforts at eliminating the use of proprietary standards and solutions within
public administrations by actively supporting and participating in standardization efforts,
particularly by formulating and communicating needs and requirements, according to the new
approach?.

When exchanging data and documents with other ashmations, business or citizens, it is important
that no particular hardware or software productsukh be mandated, aside from the minimal
connectivity requirements which depend on the ckbhahexchange.

In line with the goal of maximizing citizen and Iness access to eGovernment services,
administrations should endeavour to make accepslibic services as affordable as possible. Fees to
be paid should not be prohibitively expensive stoagnder it impossible for disadvantaged members
of the public to avail themselves of the public/gsss in question.

5.9 Underlying Principle 8: Reduce Administrative B urden

"Administrative Burden" refers to costs incurred bitizens and businesses in fulfilling legal
"Information Obligations” to an administration (es®ly of data, formatting, etc.), specifically data
that they normally would not gather or use, andcihs$ not necessary to achieve the objectiveseof th
legislation imposing the Information Obligations.id widely recognised that there is also a large
amount of redundancy involved in the global setrdbrmation Obligations of a given citizen or
business.

The European Commission has propd$eadspecific target for Administrative Burden redoiot of
citizens and businesses (25%) and a specific tramad (by 2012). To achieve these targets, public
authorities across Europe will have to co-operates to minimise the Information Obligations of
citizens and businesses by eliminating or reduasmghuch as possible the solicitation of unnecessary
or redundant information.

% see the COUNCIL RESOLUTION of 7 May 1985 on a napproach to technical harmonization and
standards (85/C 136/01) at:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do2CELEX:31985Y0604(01):EN:HTML

22 Commission Communication - "Action programme feducing administrative burdens in the EU" -
COM(2007)23 final, available at:
http://eur-lex.europa.eu/LexUriServ/site/en/com/280m2007_0023en01.pdf
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Repeated requests for the same information (besiti#a required to establish identity via
authentication) by different administrations shoblkl avoided. This will require reorganisation and
reengineering efforts aimed at the establishmetauthentic sources" for all data sets gatherethby
administrations, which must be done in a mannelasdo respect all relevant privacy and data
protection requirements.

Member States should encourage the establishment of “authentic sources”

By sharing some aspects of Citizen and Busineggeusausing Public Services (while still respecting
their privacy rights and data protection regulatiprother Citizens and Businesses can be helpéd wit
their own interactions with administrations.

Member States should encourage the sharing between Public Administrations of the Citizen
and Business usage in using Public Services.

5.10 Underlying Principle 9: Ensure the best value for money

eGovernment Services that are integrated, custoergric and minimise cost will bring concrete
benefits to people, businesses and providers. @mats should ensure that Public Service solutions
serve Citizens and Businesses in the most effeaiaye providing the best value for taxpayer money.

Public Administrations should evaluate the value that their Public service offerings provide
using innovative evaluation methods.

The calculation of "value for money" should notyhk considered from the perspective of the return
on investment, total cost of ownership, flexibilignd the degree of reduction of administrative
burden, but also the global value provided to €itzand Businesses in terms of cost & time savings,
reduced risk, increased transparency, simplifietiiadtrative procedures, and the increased control
over information afforded by interoperability.

The benefits to civil servants in improving theionking methods and environment, as well as
increased recognition of their achievements andpetemcies, etc., should be taken into account as
well.

The effectiveness and efficiency of Public Servicas also have additional political and social ealu
at European level as well as at national, regiandllocal levels.

Member States should develop evaluation methods for Public Services which include the
above criteria.

5.11 Underlying Principle 10: Preserve information over time

The long-term availability of records that documenbcedures and decisions must be secured for
legal, democratic and cultural reasons. The longrtepreservation of information held by
administrations in electronic form is a horizortahcern which stretches beyond any particular et o
applications or any particular sector, some aspgatich are regulated by EU I&WFurthermore, it

is likely that there are some PEGS which will hapecific requirements relating to such capabilities

For most data sources owned and managed by naéidmahistrations, the implementation is a purely
national matter. Preservation services will opeiatenuch the same way as paper-based national
archives operate: as a controlled, efficient amtigecheck-in, consultation and storage service.

For some PEGS for which the data sources are noeadvby purely national authorities, such as
sectoral PEGS, or PEGS offered by non-governmeagahcies or the private sector, (or even EU
institutions such as the commission) the questigoreservation (and implementation thereof) of the
related data sources becomes a European questisriswhy we handle it in the EIF. In such a case,
we can conceive of specifically EU/PEGS archiveasisTncludes the use of standards for metadata,

2 See Directive 2006/24/Ec Of The European Parlianferd Of The Council of 15 March 2006 on the
retention of data generated or processed in coimmestith the provision of publicly available eleotic
communications services or of public communicatioetsvorks and amending Directive 2002/58/EC
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document formats, storage media and maintenanceeguoes that are adequate for long-term
preservation purposes. This also encompassesdahsfdr of digital records between (to and from)
operational sources and archives.

Public Administration implementing Pan-European eGovernment Services need to account
for records management and archiving procedures according to international standards and
good practices.

Just as in a physical archive service, a user ¢xpleat any item that is checked-in is "well taloaine

of", so that upon consultation, the same item éxghme condition is returned. The analogous fumctio
for electronic based preservation services coulteb@ed maintenance of the archived information.
For electronic documents to be maintained, the &sthneed to be selected in a way SO as so assure
the long-term accessibility of the information swrin the documents. Furthermore, for documents
which are electronically signed or electronicallrtified in some way, this aspect of the documents
has specific maintenance needs that must be alsbyntlee preservation services.

Member States should formulate recommendations regarding Format and Maintenance
procedures aimed at long-term information preservation.

The broad nature of the interest points towardsetitablishment of a common model for preservation
activities whereas ultimately there will be manyfetent PEGS that have legal and functional
requirements in the area of long-term preservatiynoff-loading implementation of these specific

requirements to common mechanisms with standardinégtfaces, the development of many

impacted PEGS will be facilitated.

The European Commission, in coordination with the Member States shall evaluate the utility
of an EU policy on these items that could be shared with the Member States, thereby
facilitating their efforts in the area.

24 Guidelines for the migration to authentic sourdesm legacy systems, employing data formats and
mechanisms which will ensure long-term (20+ yeasjessibility and availability of the data in quest
through PEGS mechanisms is also a part of the foigsae.
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6 Interoperability Levels Dimension

6.1 Introduction

A model of the Dimensions of European
Interoperability was established with the firstsien of

the EIF. That model described three levels: Tedinic
Semantic, and Organisational.

As Interoperability advanced and the priority adeat
to Interoperability by policy makers rose, it beea
clear that two additional aspects should be consitie
In order to maximize the possibilities for succebs

efficiency of implementation and the benefits to b
obtained, it is important that before launching an
public services with a cross border dimension libth

political field and the legal framework should be i
place to provide the necessary support in these two
areas (Political and Legal). They are depictedhendiagram below.

- Meroperal
/ Dimension?

Cooperating partners having compatible visions, and focusing on the

same things. Political Context

The appropriate synchronization of the legislation in the cooperating Legal Interoperability
MS so that electronic data originating in any given MS is accorded to

proper legal weight and recognition wherever it needs to be used in

other MS.

janisation and Process Alignment

Semantic Alignment

Syntax, Interaction & Transport

6.2 Political Context

Political support for interoperability efforts is1absolute necessity. In order that cooperation be
effective with respect to achieving the intendedlggit is necessary that the cooperating partmeave
compatible visions, and are focusing on the saniegsh In practical terms it means that the
cooperating partners accord sufficient priority aesources to their respective efforts, on an argyoi
basis, that they are moving in the same directhmid, are using the same timeframes, and finally that
any changes to these are mutually agreed or dtdeasdinated and synchronised appropriately.

In the context of the EU, the political contextatelg to interoperability efforts could be seerbt®
reflected in such specific political instrumentsEld Directives, Ministerial Declarations and Multi-
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year programs. These instruments (among otherkgctioely express (at least in part) the vision and
priorities of EU policy makefd. The level of funding and other budgetary aspaaots measures as
well as possible timescales imposed can providéiaddl details about the political priorities andn

be used to understand and gauge the political xbnte

Governance is yet another reflection of the pdliticontext; The processes and actions carried out
under its guise are the direct expression of théually agreed strategy laid out in the planned EIS

(European Interoperability Strategy), which therefimplements directly the specific and detailed

priorities and objectives of the policy makers wiglspect to interoperability.

Owing to the sensitive nature of policy makinghas thigh level, it is difficult for the EIF to prade
any relevant details, especially with regard tacpss or other means by which future policy diredio
and developments related to interoperability wobkl decided, mechanisms for coordination of
political goals, frequency of reassessments, dgaliith real or perceived deviations from previous
agreements, etc.

Nevertheless, managing the PEGS development wétlihanging political context across the EU so
as to ensure the continuing development of and augdpr efforts aimed at interoperability, is of
course a major challenge. More specifically, thalleimges are:

« Avoiding and/or preventing Divergences in visionrkeroperability
« Insufficient levels of support (resources, prioxity the MS

There are existing political structures where iss@tated to agreements and common endeavours are
regularly raised and it can be hoped that intergéty goals and follow-up on achievement/progress
will remain an active item on their agenda. Asidmnf this, the best way to ensure continued support
for interoperability is via the ongoing activitie$ the various coordination and consultation bodies
and activities as outlined at various points in EHE v2, especially any permanent structures dgalin
specifically with interoperability issues, and coompriorities.

In line with the preceding, the Commission has an important role to play in PEGS selection
by encouraging/pushing forward the most promising ideas, and supporting them with
appropriate funding instruments, such as the sponsoring and involvement with pilot projects
across the EU.

The construction of a PEGS roadmap would be also very useful in this context, as it will link
in a clear and realistic manner the objective of ensuring operability with the benefits to
citizens and businesses provided by PEGS.

6.3 Legal Interoperability

Legal interoperability involves the appropriate dyronization of the legislation in the cooperating
MS so that electronic data originating in any givd® is accorded the proper legal weight and
recognition wherever it needs to be used in oth&r M

Legal Interoperability is necessary for a varietyeasons, including:
* To provide for mutual recognition of electronicaatiginating in other EU MS

* To enable a MSA to perform mutual assistance asp#cintegrated/cross-border business
processes, e.g., supplying national data of vatigpess to other EU MS

As EU legislation generally is driven by the godlscided at the highest political levels, legal
interoperability is closely related to, yet distifcom the political context, due to its much more
technical nature.

%5 The Political context may vary considerably frorotee to sector, as the degree and manner in whish M
must cooperate to achieve their common goals caretyedifferent for each relevant sector.
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In fact, a number of important barriers and chgénhave been identified at this level, deriviragrfr

a number of factors. Chief among these is the fiaat the kind of legal interoperability under
consideration here is typically implemented at oradi level by transposition of EU directives into
national legislation. This process is repeated peddently in each Member State, with slightly
different results each time owing the differentdiegaditions and framework in pleethe different
political environments in which such legislationdsafted and is voted upon, and even how it is
implemented and enforced in the Member State istipre

6.3.1 Legal jeopardy

Every PEGS implementer faces a myriad of legalsrig&riving from the need to be compliant with
both EU legislation and potentially 27 sets of oiadil legislation.

PEGS implementations should keep as an objective compliance with a framework composed
of the set of each of the strictest legal provisions applicable in a given domain or sector,
across all member states.

This however does not mean that PEGS implementationld be postponed or suspended pending
the definition of such a framework.

Where necessitated by lack of sufficient legal clarity or protection, a pragmatic approach
starting with the implementation of PILOT systems (‘Mini-PEGS') having a scope of
deployment limited to a small number of countries should be followed.

This has the benefit of dramatically reducing tteriers to entry (obviating the need to resolve
conflicts and any other issues arising from havongomply with potentially 27 sets of constraints).
furthermore represents a lower risk approach tolvery issues and obtaining more experience on
which to build future PEGS.

6.3.2 Data protection

Data Protection in the cross-border context isafritbe key legal issues: the question is whethereth
sufficient legal and operational support covering éntities and mechanisms responsible for ensuring
Data Protection.

A Data Protection strategy to provide this support for cross-border PEGS is needed at EU
level. This Data Protection strategy would include such elements as designation of one or
more Data Protection authorities, a roadmap for the establishment of appropriate
collaborative structures, and associated mechanisms.

6.3.3 Public Service Legislation

The challenges at the legal level are numerougrdperability can be affected by differences in
legislation in areas such as administrative lawnidication and authentication, intellectual prdape
rights, liability, privacy and data protection, pigtadministration transparency relationships bemve
public administrations, citizens, businesses arteroiT actors and the re-use of public sector
information in base registries.

During the drafting stage, the Commission and the Member States should assess the impact
on ICT of proposed legislative acts.

Once EU Directives have issued they are transpogednational legislation, which is conducted

independently is each MS. EU Directives themsebresopen to interpretation, a fact which in some
cases can be the source of differences in thepoard law. The resulting sets of 27 laws can
potentially have some unintended side effects oworthe subtle differences in implementation.

% For example, different Member States have differeaditions and approaches to the question of Data
Protection. Ensuring that all National rules on@Btotection are observed during cross-border exgsand
interactions can be a challenge.
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The impact on ICT should be once again assessed at this level by each respective Member
State.

These are many, often very specialist, and alsdra@eersial areas that require the involvement of

multiple expert organizations, universities andioral governments. Ultimately, EC directives and

Member State legislation will need to be ratifiedthe national and European Parliaments leading to
the cross-Member State availability of Basic PuBlimictions of individual Member States.

Legal support for sectoral harmonisation should be provided (guided by EC directives, if
necessary), which will serve to minimise the undesired side effects of transposition of EU
directives into national legislation.

New directives related to non-sectoral ICT themesclf as on eSignatures) have to be well
coordinated with sectoral efforts at harmonization

An alignment check should be introduced into the national legislation process as part of the
adoption procedure; this it is related not just to verifying that each country matches the
directive, but to suggest that each and every MS really takes into account the follow-up and
regular reporting on the adoption of the relevant EU directives.

As alignment of transposed EU directives is in itself not always sufficient to ensure
interoperability, it is suggested that the MS, on voluntary basis take the initiative to
continually work together and to align all legislation potentially affecting interoperability with
each other rather than depending on the Commission to intercede.

6.3.4 Procurement process, standards and specificat  ions

Procurement drives behaviour, both of governmeeneigs and industry partners. As a key force in
open ICT environments, procurement deserves ckbsetian.

For the moment, open standards are not referencetiodated in any current EU directives; only in

some MS national legislation are they mentionedatn, current legislation does not even adequately
reflect the realities of the ICT market place (e.the widespread use of TCP/IP despite its
provenance).

Interoperability should be embedded as standard criteria (among others) within public
procurement processes, giving preference to open standards and open specifications where
possible.

6.4 Organisational Level

Organisational interoperability concerns a broad afeelements of interaction, including business

processes, business interfaces such as email, aredlsp etc., business events within and between
administrations, and "life" events, involving theernal parties: businesses and citizens. Thiscaspe

of interoperability is concerned with how differeatganisations such as different Member State
Administrations collaborate to achieve their muguabeneficial, mutually agreed eGovernment

service-related goals.

The partners need to reach detailed agreeements on how their processes will interact
(synchronize and cooperate) in order to deliver “public services where needed”.

Organisational Interoperability in practice meane seamless integration of business processes and
the exchange of information that they manage beiwdee organisations. (from EIF v1)
Organisational Interoperability aims at addressimgrequirements of the user community by making
services available, easily identifiable, accessim@ user-oriented. Organisational interoperability
occurs when actors agree on the why and the whexasfanging information, on common rules to
ensure it occurs safely, with minimal overheadaarongoing basis, and then draw up plans to do all
these things, and carry them out.
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6.4.1 Alignment of Business Processes

In order for different administrative entities tollaborate efficiently and effectively, the differte
interacting business processes on different sifléisese borders and information exchanges must be
properly aligned or at least well understood bystdkeholders.

The interacting entities (PA, MS) participating in the alignment of business processes should
achieve an alignment on the standard to be used to describe business processes.

A repository®’ of Business Process and best practices where the stakeholders can exchange
information should then be established. This will also facilitate reuse of best practices among
the MS.

6.4.2 Business Process Reengineering (BPR)

The reengineering of business processes in thisexipnnecessitated by the goal of achieving
organisational interoperability, is a two stepsoass. The ultimate goal is of course to achieve the
following:

» Cross-border integration of business processedviedan providing PEGS

* Redesign of Business processes as necessitatdek iyttoduction of "authentic sources" as
the key principle in the design of the "Base Reggst

This is however a long term goal that will be agbig only after a significant investment of time and
resources.

An interim solution to achieving the organisationatieroperability required for successful PEGS
implementation begins with a broad (meaning crassidr) effort at analysing the equivalent/peer
business processes currently in use, with an eyestablishing a common understanding of the
business processes (a taxonomy of the businesegses), identifying common elements, and
decomposing the processes into process componenstich a way as to enable cross-border
interconnection.

Member State Administrations should work together to achieve cross-border integration of
Business Processes by means of coordinated efforts at BPR

MS and more generally Public Administrations should adapt their business processes as
required by the introduction of authentic sources.

Such an effort entails a considerable amount o$sshmrder information exchange and concerted
standardisation and harmonisation activities. Then@ission ultimately has a very important role to
play in facilitating and coordinating these crosseter efforts.

6.4.3 Establishment of Service Level Agreements (SL  A)

This involves the introduction of SLA-like instrums to formalize specific aspects of mutual
assistance, joint activities, and merged/coupledin@ss processes in the scope of cross-border
services provision; one means foreseen is via BedcdMemoranda of Understanding” (MoU's)
between governments detailing bilateral agreemamfsint actions and cooperation.

This can be considered as a cross-border standtodisactivity, in which the "standards" to be
defined and put in force are these instruments. Wezn from this point of view, the question of
bilateral vs. multilateral interactions is raisatthile SLA's and MOU's are in theory instruments
governing relationships and interactions betweem éwtities, nothing prevents following a common
approach among the MS, which in any case will leecéiise when the agreements involve one or more
of the EU institutions and the set of MS's in sqaiet activities.

MS's should systematise the definition of SLA's for all services that might be used to support
PEGS.

27 Along with associated mechanisms for versioning synchronisation between MS
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6.4.4 Assess and confront the gaps

The Common Assessment Framework (CAF) provides @iself-assessment methodology and in
this context provides a framework for encouragimg mecessary business process engineering efforts
on the part of the Member States. As a first sseptoral application of the CAF (i.e., across Membe
State boundaries) will highlight, in the most etfee manner, the actual business-related (more
specifically, PEGS-related) gaps related to crassiér and cross-sector activities. Member States ca
then proceed with the necessary BPR efforts.

CAF (Common Assessment Framework) assessments should be performed on sectoral
bases, in order to identify real deficiencies in the business processes so that needed
improvements as well as alignments can be identified and implemented.

The results of, these business process reengineering efforts should be applied within each
member state to fill the sector gaps, the goal being to support efficient and harmonized
PEGS.

This forms the nexus of internal MS and sector mapment, in mutually supportive efforts. Applying
CAF in both ways would support the correspondingnitooing activities.

6.4.5 Manage the changes

This is the operational aspect of both introdu@ng then maintaining Organisational interoperapbilit
once the approach has been defined. Business Br&=Engineering (BPR) is inherently a highly
disruptive undertaking, with significant associatagks. A careful and deliberate approach to
implementing the necessary changes will be required

These efforts at improvement should be continuous and subject to regular supervision and
review.

The Member States should establish a change management strategy at national level,
integrated into the PEGS-specific roadmaps, and possibly at higher (national) planning levels
as well. The specific aspect of interest here is the cross-border coordination of these various
change management activities in order for the Member States to remain in sync.

6.4.6 Reinforced collaboration

As hinted at in the previous section on Change gamant, effective implementation on these BPR
efforts depends on effective cooperation. At soevell this cooperation can be greatly facilitatéad v
some harmonisation at organisational level.

The Member States should designate delegates to cooperative and/or consultative structures
dealing with specific issues, such as security, data protection, mutual assistance, etc.

Furthermore, at some point, it may be necessarjnttoduce specific interoperability services,
platforms and/or other elements designed to ordiiesthe cross-border interaction of business
processes. Such mechanisms would be associatedswiie specific architectural requirements,
defined/selected by common agreement. While imphtation of such mechanisms is an activity at
the level of technical interoperability, an impartaaspect remains at this level concerning the
consultation on (and ultimately definition of) threechanisms to be employed, as well as on how those
mechanisms would be supervised and maintained.

As is readily apparent after the preceding, achiearg of Organisational Interoperability requires a
substantial amount of consultation and collaborabietween the Member States, on an intensive and
sustained basis.

The MS must collectively engage in:
e Cross-border information exchange on business processes

e Cross-border consultations on taxonomy of business processes and their
components
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» Cross-border coordination of change management activities
e Cross-border sectoral and functional coordination (security, data protection, etc.)

» Cross-border assessments of sectoral deficiencies affecting PEGS-related activities,
or ameliorated/eliminated by introduction of specific PEGS.

e Cross-border consultation on mechanisms and architecture to orchestrate integrated
cross-border business processes

All of which should ultimately result in cross-border operation and maintenance of PEGS.

It is clear that consultative structures must beipplace in order for these activities to takega in a
reasonably efficient and effective manner. As ayepointed out, the Commission ultimately has a
very important role to play, in facilitating andardinating these extensive cross-border effortd,kan
extension the definition and establishment of theded structures and mechanisms

6.5 Semantic Level

Semantic Interoperability enables organisationsptocess information from external/secondary
sources in a meaningful manner. In practice, il wivolve the establishment of common sector-
specific sets of data structures, data elementgpastocols. The partners need to agree on meaning
and format of the information to be exchanged.

In practice, the MS and the EC should support the establishment of:

e Global and Sector-specific tools to aid in the sharing of information, e.g., listing
sectors in which information will be shared, and for which base schema are to be
established, etc

« Well understood and agreed basic principles for the management of government-held
information

* common sector-specific sets of data structures, data elements and protocols
e Protocols for sharing/re-use of information across public and private sectors

« Information lifecycle management in the participating organizations

Achieving semantic interoperability in this contégtchallenging, as it is essentially an uncharted
activity, which has not been achieved before elsze/ton the scale envisioned herein. Efforts at
developing the necessary tools and methods areirapgodifferent contexts and in different parts of
the world, some of which have highlighted the imtpnce of information management lifecyéfes

Both vertical (sector-oriented) and horizontal (coom-services and infrastructure-oriented) efforts
are required in order to build effective interopmlity at this level. The EU and IDABC have a
number of initiatives underway towards achieving foal of semantic interoperability. Among these,
the IDABC project SEMIC.E® aims at establishing the foundations of semantieroperability for
PEGS, across all sectors and at both conceptuatgidmentation sub-levels.

The establishment of Semantic interoperability wiquire the founding of sector-specific
communities who are well positioned and possessigin@ractical and diverse knowledge of the

% The Australian IlORakes a comprehensive approach including the irdtion management lifecycle as an
integral part of achieving Semantic Interoperailit also recognizes the key role played by migrato the
use of authentic data sources in achieving Semhbm#coperability.

2 n September 2005 IDABC published the "IDABC Caniténteroperability Strategy Working paper". This
document recommends setting up a European Intexbitiey Clearinghouse organising the publication of
"Interoperability Assets" at the European level,castral instrument for the implementation of trenantic
interoperability strategy. In this context, a Claghouse is defined as a pan-European online irdtom and
collaboration platform, setting up a European loperability Clearinghouse; In December 2005 IDABC
published the "IDABC Semantic Interoperability $&gy: The European XML Clearinghouse Feasibility
Study".
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sector so as to be able to define the common eksmeecessary to construct the semantic
interoperability assets called for in the stratpgper cited above.

Due to the complexity of the task and the large loemof interested parties active in any given
sector®, an organised effort at standardisation for eachos is needed. Specific expert groups may be
selected or installed to further pan-European sématandardization. Both the Commission and the
Member State governments have key roles to playostering, facilitating and monitoring the
developments.

The Commission and the Member States should identify and support development of
sectoral communities aimed at facilitating semantic interoperability

Owing to its position, the Commission is ideallytsd to playing a major role in the organisation of
these communities. These sectoral communities epassnmore than one business process, supply
chain, institution or closed system. Members of séhesectoral communities are the most
knowledgeable parties with regard to the referanodels and/or services they use/provide as well as
the problems they face. This knowledge and exgentigst be leveraged in the standardisation efforts.

The Commission and the Member States should support and extend the work of these
sectoral communities, playing a formal role in a consultative and mutually
supportive/collaborative process. In particular, the Commission should promote active
involvement in the activities derived from the SEMIC project/study®'.

The NIF's should take into account the cross-border nature of semantic interoperability when
developing data dictionaries

A further issue relates to the version of busirtzda exchanged between entities. Various
common data can be continuously modified after tiheye been created.

The exchange of information between one business partner using new data and the other
business partner using existing data needs to be managed via a standard approach to
versioning™.

6.6 Technical Level

This aspect of interoperability covers the technéspects of linking computer systems and services.
It includes key aspects such as open interfacasyconnection services, data integration and
middleware, data presentation and exchange, abdégsaind security services.

The Members States, Public Administrations and PEGS sponsors need to agree on the stack
of technical standards to be used:

Area subject to
technical Description/Detailed Recommendations (if any)
standardisation
Presentation Interoperability at the presentatiyei in the EU context is basically concernegl

with issues such as accessibility, multilingualisnad language neutrality. The
question of cultural neutrality (via the use ofdaage-independent symbols for
such items as common operations, universal seqvigass of information, etc.) a
an objective has also been raised, but shouldéb®tius of further study.

vJ

Data Data interoperability concerns the selection ohdéads for data formats, such ag
Representation/| character sets, etc. For example, in the case vitvegal data originating in one

%0 E.g.: customs, police, elD, eHealth, eProcurement,

31 SEMIC includes the production of data dictionadesl/or taxonomies of entities, services, data; atw will
facilitate and support alignment of sector playdrdS level

32 UN/EDIFACT (in operation for several decades) hew been generalised for any exchange of busiress d
based on the UN/CEFACT library of semantic buildigcks, called the Core Component Library (CCL).

DRAFT FOR PUBLIC COMMENTS — AS BASIS FOR EIF 2.0 - 15/07/2008 39



EUROPEAN INTEROPERABILITY FRAMEWORK FOR PAN-EUROPEAN eGOVERNMENT SERVICES

FS-20080827.07

Area subject to

technical Description/Detailed Recommendations (if any)
standardisation
Encoding IT system must be understandable by anblrsystems, this implies the selectign

and use of the appropridtenulti-language supporting character set for the
representation of such data to ensure that meamidgisability of the data is
preserved.

Middleware In the case where loosely coupled ITesys (or some subset of components
and/or functionality therein) must collaborate, tlumstion of middleware may
arise as one possible solution. In the cross-baroletext, the requirement can
often be expressed as the need to provide cegaritss to IT systems in other
Member States, implying the exposure of certaierfates of particular National
IT systems data and/or functionality to a closeshicmnity of systems comprised
of all the member states. A standardized appraasklection and use of
middleware at community level proving this typdadse integratio#f is
recommended and will help to avoid the occurrericgeew ad-hoc, bi-lateral
and/or non-reusable solutions.

Platforms The selection of platforms is generaflgi@at interest to individual EU MS
administrations. Their national or departmentastitegies will properly be
concerned with issues such as portability as vestha maintenance implications
of their selections. Interoperability aspects aftsplatforms are addressed in
relevant standards and technical specifications asd?OSIX, or IETF-produced
specifications.

Databases and | Also largely a national matter, excepting that adint, effective interoperabilit]
Data Models will depend to some degree on across-the-boardofiske relational model fo
modelling data. There are hardly any systems hgliagned or developed (or ev
on the horizon) in EU MS that do not conform tcsthiodel.

D=
>

This aspect of technical interoperability is clgsedlated to semantic

interoperability, as there may be sector-specdrotats for exchange of such
structured data sets (such as ebXML) that deperntieselection of specific lowd
level standards (such as XML).

=

Networks The ability to transmit and receive datéably and intelligibly is fundamental to
interoperability. The EU MS will need to agree @munon standards in this ared.

Programming The portability of source code has an interopeitsitikpect. There exist relevant
languages technical specifications governing such interopditglsuch as the ANSI
specifications for the C Language, etc. or the Zamamunity Process defining
the Java Programming language, and its variousisixies.

6.6.1 Closed Systems

EU and MS administrations need to have a clearaudrate view of the technologies in use, the
technical expertise and capabilities of their staffich are available for leveraging, and how IT
supports their main business activities expressetbaumented business processes.

Many legacy systems have been designed to betigbtipled internally, providing for very little or
no interaction with external IT systems. Directesxto the services provided by or the data managed
by these systems is difficult and in some casesossiple. These so-called "silo", “islands” or
“closed” systems constitute one of the key barrigrsinteroperability as there are significant

difficulties involved in repurposing the technologiyd data as building blocks.

% The appropriate character set in this contexnis capable of supporting all the languages thatdvbe used
by the set of IT systems that might engaged in sugtied data exchanges

3 For illustrative purposes, there are of coursd-wmbwn technical and open standards in existehae fulfil
such needs.(e.g.,SOAP/Web Services, etc.); thetgmleof which standard, as in all similar cassegjeéferred to
the Architecture Guidelines, and to the MembereStat
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The Public Administrations should engage in auditing, mapping, and selective benchmarking
efforts that will help identify these closed systems as well as other barriers to technical
interoperability.

6.6.2 Technical Standardization

A key factor in judging the viability of technolags is the availability of professionals, inside and
outside the public sector, with the necessary I€Jedise.

Public Administrations need to assess the availability of professionals in the public/private
sector and factor it into their strategic choices

Independently of the viability or utility of any epific technologies or standards, administratoesine
to cope with the existing set of standards andtadbkat are already in place / in use. Following th
application of CAMSS, these will need to be ideatf catalogued and ultimately assessed for their
suitability, potential, degree of "open-ness”, #melmarket conditions.

These efforts will also help in adapting legacytegss to interoperate and clarify surrounding issues

The role extends beyond monitoring and facilitatihg use and evolution of standards to catalyzing
standards development and adoption, across all 8. goal is to maintain a reasonable set of
standards in any given domain, which respond sefitty to the needs of Administrations, Businesses
and Citizens.

It is recommended to compare what is in place in the various MS, and that collaboration
between MS regarding convergence towards alignment with a limited set of standards® is
encouraged and supported.

A significant part of this work is to be achieved application of CAMSS, the results of which stbul
be reflected in the forthcoming architecture guitks (EIAG).

6.6.3 Common scheme and mechanisms to make systems connectable,
including loosely-coupled systems

This particular aspect of technical interoperapibiears specific mention and focus since it corgern
some ways that Building Blocks on which PEGS ar# lsan be connected, and because there are
well-known technical solutions (e.g., Web Servicagdared to exactly such situations the
implementation of which will require a concertedidnghly organized effort.

The European Commission and the MS shall establish a common scheme to connect loosely
coupled systems (combining building blocks) and shall put in place the necessary
infrastructure.

This particular technical interoperability problésnclosely relatelf to the semantic interoperability
efforts, as technical interoperability, among itses numerous aspects, is only part of the solution
make loosely coupled systems work together.

35 Open standards is something else, further, diecdusssection below.

% The analogy is communication using the telephoystesn: the telephone is only the mechanism (handset
interconnectivity, and numbering system) enablirgnmunication, (as is Web Services in enabling the
integration of loosely coupled systems); in ordartivo persons to communicate over the telephoeg #so
need to speak the same language (semantic intetulitsy).
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7 The Generic Public Services Conceptual Model (GPS CM)

7.1 Introduction to the Concepts

The Generic Public Services Conceptual Model
(GPSCM) is the organizing principle underlying the
construction and operation of the Interoperabitibain
mentioned earlier.

The Commission studied the implementation of pub
services/ eGovernment services in the Member Stat
2007. After review of the information obtained,
Conceptual Model has been constructed, intendin
embody the common elements observed and
practices recommend as a blueprint for futur
implementations.

It is important to note that the model is a conaapt
model, and not a detailed specification, meanirag tie

basic purpose of the model is to develop a commmralwlary and understanding across the EU
Member States about the main elements comprisipigbic service implementation, and their basic

relationships to one another.

The GPSCM emphasizes a "building-block” approacth¢oconstruction of public services, allowing

components to be compared and interconnected naitdd the possibility of service reuse to be taken
into account when building new services. Systemadicse of the GPSCM at all levels reinforces
service reuse everywhere.

The model is strongly oriented towards the impletagon of future services. Of course, not every
existing service will exactly fit this model, nar this the idea. Rather, with these principles indnit
will be easier in the future to implement new PES&fiently and effectively with this model as the
starting point.

The model is generic, in the sense that it is apple at any level of government providing public
services, from the local level all the way up te ®U-level. In more concrete terms, any level of
government can be a provider of both Basic Publieciions (mainly meant for a local user base, but
reusable) as well as of PEGS. The model also camséé to clarify and rationalise the relationships
between entities (at the different levels of goweent or in different sectors, or both) that are
collaborating to deliver better public services.

Application of the GPSCM will bring practical beiisfin implementing PEGS. For example, the
splitting of functionality into services with wellefined interfaces, conceived for reuse, will siifiypl
and streamline considerably the implementation pécgic PEGS, such as those required to
implement the provisions of the Service Directi@dss-sector service integration, single-windows
related to implementation of Points of Single Conht&tc.). This splitting of functionality will abs
ease the integration of the various components dsing any given PEGS. Additional benefits of this
service-orientation include avoiding duplication efforts by encouraging recourse to existing
services, as well as automating a variety of blaggt practices that could find wider use than glsin
PEGS.

The final utility of the model is to aid in the iication of the key issues, challenges, andibesito
interoperability to be overcome.

7.2 The Key Concepts

The GPSCM promotes the reuse of Information, Catscepatterns, Solutions, and Standards in
Member States and at European level:
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« It takes into account the reality that informatican exist at several levels of Government in
the Member States, through its "genericity"

* The model also explicitly takes into account kepeats of the PEGS context: that significant
cross-border data exchanges are involved whichhaile a fundamental impact on the design
and implementation of IT systems across the Eldutdn its "interconnectivity"

In these two ways, the model highlights the need rfedular, loosely coupled infrastructure
components cooperating in the delivery of PEGS.

It explicitly posits the EU-wide adoption of a see orientation to system conception and
development, as well as an application landscagehwik broken down into consistent (and in some
cases commonly defined) services componesésvice Orientation is anarchitecturalstyle for
creating and usinusiness processgsackaged aservicesthroughout their lifecycle.

A common component model should be developed at National Level to align with the
GPSCM

Public Administrations should reconfigure their systems and applications to increase
reusability and meet new user requirements

Public Administrations should incorporate service-level agreements and operational policies
at the component level

The implementation of PEGS in combination with otiv@tiatives conducted in parallel such as
implementing the Service Directive, reducing Adrairative Burden, etc., will greatly exacerbate the
need to share, reuse and exchange data within emeedn Member States administrations. A new
collaborative approach to managing the data siorgaestion will be required.

The basic elements of the model are depicted idlitgram below:

(General h
Public [ Administrations, Businesses, Citizens ]
Services I
Conceptual Ge ate Public Ser\D
Model ggred
|
[ Customer access (Portal, Workflow, etc.) ]
[
Secure Secure Data Exchange
Communications (Signed, Certified, Encrypted and Logged) over the
Management Public Internet and/or Private Networks
I
Basic Public Functions
Interoperability Base External
Services Registries Services
N\ J

Each of the basic elements of the model will bearpd in more detail in the following sections. In
order to better understand this model, it is usefidubdivide the model into three layers and ke &
look at each layer individually.

7.2.1 The Basic Public Functions layer
The lowest layer deals with the most basic buildifagks used to construct PEGS.
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Basic Public Serdoes

| A

I feroperabilify Bas= Erfernza!
Lervices Regisfries Lervces

There are broadly three types of such Building BéoBase Registers, Interoperability
services and External Services, described in tReseetions.

7.2.1.1 Base registers

The most important of these is the «Base Regist¢hese represent data, under the legal control of
MS or EU institution, but made available for wideuse. These can be coming from legacy systems

These are sources of basic data that are maintayeaty local, regional or national government on
such items as persons, vehicles, licences, busdilggations, roads, etc. These services may also
reflect the customer life cycle. They also typigdibrm the core (separately or in combination with
others) of basic national eGovernment Servicedaaito local citizens/users.

Base registers can take a variety of forms, butdmh@mon thread running through all possible
implementations is the fact that they are authemtid authoritative in nature. This means that such
data repositories contains relevant informatiomt (necessarilyall information) about citizens,
enterprises and organisations, ethat is believed to be correcThe information is stored for a
particular purpose and only that amount of infoiorats stored that is needed to achieve that perpos

Implementing cross-border access to data is ofseoammajor challenge and several aspects need to be
considered.

Migration to authentic sources

The basic concept behind the GPSCM is the buildilagk approach to construction of PEGS.
Implementing building blocks implies the establigmof certain levels of trust pertaining to spiecif
interactions, accompanied by the introduction gjatiated agreements between member states, that
could take the form of Memoranda of Understandarg] SLA's governing reliability across borders,
associated with the idea of well-defined interfamesvhich other components (service users) can rely
Achievement of these goals is problematic in thgeabe of base registers implemented as authentic
sources of data.

The entire GPSCM is predicated on the eventual migration towards systematic and
comprehensive use of authentic sources®” by Public Administrations. This also mandates a
well-defined ownership of each data source vetting how and by who the data can be
accessed.

37 Only for the relevant, and minimum required dates ®f course
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Implementation of Access and control mechanisms
To protect a person’s privacy, measures have to be taken to avoid linking of personal
information (profiling) when it is not allowed.

These measures include the Implementation of appropriate access and control mechanisms.
As a starting point, the alignment of security policies is recommended, as well as
coordination on all key decisions concerning the security model, or having significant impact
on the established SLA's®®. There also needs to be agreement on the possible uses of digital
signatures and certificates in this context.

Alignment of interfaces to data sources

The implementation and maintenance of the abstraction layer will be considerably facilitated
if there is a reasonable alignment of the interfaces to the authentic sources, at semantic level.
Sharing of information to obtain this is necessary, and should follow on as part of the results
of sectoral harmonisation activities mentioned elsewhere in this section.

EU level modelling activity
The purpose of this activity is to establish an abstraction layer providing a common,
standardised interface mapping to national interfaces.

Legacy Systems

One of the greatest obstacles to the adoptioneofXASCM for PEGS implementation is the base of
legacy systems from which Base Register servicegldvbave to be built, and all their attendant
limitations. It is simply a fact that many if notost existing IT systems and data repositories hveille
widely differing characteristics limiting the possibilities for immediate reuse ¢me degree or
another.

To tackle this issue, the Member states need t@irobtthorough and detailed view of the readinéss o
their systems for repurposing as PEGS buildingksioc

Public Administrations should audit their existing services (and associated business
processes), in order to construct an accurate baseline, identify and document elements of
existing services or business processes including business functions implemented by
applications, data used by processes, services provided by systems and tasks done by
people.

Public Administrations should then assess the reusability of the legacy systems to determine
which systems are candidates for partial or complete reimplementation, and which system
are sufficiently adaptable (or suitable for retrofitting) so that Building Blocks can be easily
constructed or simulated, and PEGS can be built from them40.

7.2.1.2 Interoperability Services

These are the core services that provide the Ibgiltlocks upon which the actual eGovernment
services are built and depend, as well as any iaddlt services that provide specific capabilities
furthering specific interoperability concerns oreds, for example: protocol translators, format
translators, language translators, standards &tams| information brokers, etc.

% The SLA's ought to formulate their key provisidnsthe same manner across MS, using the same lgagua
where necessary (translated of course) to elimithatgossibilities for cross-border mismatches

% Legacy systems vary in their degree of "open-nesti respect to reuse; at the extreme "closed"aedso-
called "silo" systems, which are architecturallymulithic, i.e., the various elements of the ICTteys such as
data, business logic, and presentation procesaiegjghtly coupled or even completely intertwinedking re-
use (requiring the exposure of service-based mted to other ICT systems) difficult or impossitdeachieve
without extensive re-engineering efforts. In sorases, reuse may not even be feasible and re-imptation
could be required if reuse is sought.

0 As an example, implementation of a single-windewienment (such as could be envisioned as a péatic
implementation of the Service Directive) could lzeséd on a set of such appropriate and relevardsassats.
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7.2.1.3 External Services
These include services provided by third partiehsas enterprises or agencies that may be included
in the scope of PEGS. Important examples of sushcss include:

« Connectivity services provided by the internet, or

« Financial services provided by financial institmigo providing payment operations in the
context of an eGovernment service transaction.

7.2.2 The Secure Data Exchange Layer

This layer is central to the GPSCM, figurativelydditerally. All customer access passes througs thi
layer.

Serure LSecure Docy mrenf Exchange
Ca At mieafions (Sigired, Cedified , Encryafed and Logged | aver fiie
Man agenent Fublic Infermef ardlor Frivafe Mefworks

From the business point of view, Administrations aroving official documents and (sometimes pre-
filled) forms around, between entities, which inmso cases actually results in direct access to
"authentic sources". On those aspects, they mustbleto interoperate with other Administrations

(whether Member State or Commission), whether fir@ieor external to that Administration as well as

Businesses and Citizens of the European Uniorsgcare and controlled manner.

This induces specific requirements related to sgcan the exchange of certified messages, emdil an
documents between their respective systems. Tyes,lan addition to the pure transmission of deta,
intended to meet specific security requirementcivimclude:

» Secure Data Exchange- for data-transport over (a combination of) privée.g. s-TESTA)
and/or public networks

* Signed- the sender has applied his signature to the elathange for legal and evidentiary
purposes

« Certified— that the data set delivered has been certiliedsome acceptable means) as being
authentic

* Encrypted- to ensure the confidentiality of the transpodath

» Logged- by at least one authority, to maintain a legalitatrail of the exchanged data for
evidentiary purposes.

Adoption of the GPSCM forces all service provideysconfront the security issues head-on, and to
collaborate on a common framework to meet theipeeBve security needs at the same time via
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compatible mechanisms and commonly agreed spdaiitsa as well as reaching common
understandings on essential characteristics suahthsrisation levels, authentication strength, etc

The provision of secure (i.e. signed, certifiedcrgpted and logged) data transport requires also
several management functions including:

« Communications Management to ensure parties can identify, authenticateheige and
reach each other

e Service Registry— to ensure, given proper authorization, accesséilable services through
prior localisation as well as verification that thervice is authentic.

* Service Logging— to ensure logging of all data transports is adégly performed, including
archiving when necessary.

7.2.3 The Aggregate Services Layer

As implied by the GPSCM, Aggregate Public Serviaes constructed of appropriate groupings of
Basic Public Functions: i.e., combinations of BRsgjister Services with Interoperability Serviced an
External Services, accessed in a secure and dedtrwly. The functions in question can be supplied
by administrations of any level, from any membetesor set of member states.

When such aggregate services are implemented bycFAdministrations and intended for citizens
and/or businesses across the EU they correspoectigito PEGS.

The basic public functions are aggregated togetfeerappropriate mechanisms according to the
specific business requirements applicable for tiergPEGS. In the most general case, business logic
required to implement the requirements of the PEG@Uestion which can take several forms. They
could for example be orchestrated via a workflogiea and/or access portal(s).

These aspects of the model are depicted in theasragelow:

r 5
Public
Services [ Adnrimisfrafions, Busiresses, Ciizens J

Framework
Aggreqgafe Public Services

|
[ Inferm el iany ParfalsiWarkflow ]

The typical aggregate service is intended to apfmers users as one (composite) service. Behiad th
scenes, transactions may be implemented that spralens and/or other administrative boundaries. In
fact, the model does not include any representaifcamy national borders, nor does it recognize or
acknowledge any intra-state borders such as betleeahand/or provincial governments and national
governments.
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7.3 Application of the GPSCM to National and Europe  an Public Services

The following two sections illustrate two speciéind fundamentally interesting ways that the GPSCM
can be applied and the benefits of doing so, inetu@lucidating the issues that such application
raises.

7.3.1 The Cross-Border Case

As an example of how the GPSCM can be applied,identhe case where a PEGS is implemented on
the basis of a number of different Basic Public dfiams implemented in different Member States, as
depicted below:

4 ) )
European Union

Pan-European Aggregate Services

[ Customer access ]

/1N

-
-

=
Basic MS Public Functions,

S~ -
~ —_—— -
-~ o

Basic MS Public Functions, Basic MS Public Functions,

’ 1 \
l Base [:] l Base [:] l Base [:]
Registries Registries Registries
> > >
MS-X MS-Y MS-Z

- J

We can see that the situation depicted in thisrdiags merely an adaptation of the original GPSCM,
adding national boundaries to indicate where imtliai sets of Basic Public Functions are
implemented. This adaptation of the model therefl@gcts the cross-border application of the model.

A number of issues arise from consideration of &piglication of the model:

TRUST: The cross-border application of the GPSCM invslafiowing external access to national
data. Establishing the kind of trust that is reediis a significant challenge to be overcome.

Efforts by the MS guided by the Commission should be undertaken to produce a clear,
detailed and systematic definition of the roles, rights and responsibilities of data "owners",
data "custodians”, and data "users", including the cross-border dimension in these definitions.
It also requires technical, organisational, and legal support.

Service Levels and PEGS dependence on lower-levehdces As the aggregated service depends
on the Basic Public Functions, Thevelof service provided by the aggregated service nidpen the
levelsof service provided by the Basic Public Functiofisese are services that may be provided by
other entities.

The establishment of the appropriate SLA’s, (negotiated between the cooperating parties)
will be needed and is crucial to successful PEGS implementation.

As all PEGS providers face the same problems, a uniform/standardized/common approach
to the provisions and other content of such SLA's is strongly recommended.

Common interface standards for Basic Public Functins. Basic Public functions developed by
different Public Administrations, possibly in difemt Member States are bundled together to provide
PEGS.
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This highlights the need for a common taxonomy of such Basic Public Functions, at both
technical and semantic levels..

Data Protection As there is exchange of National Data across bertiking place, there will be
national data protection requirements in force. Thtermediary layers ("Customer Access”, and
"Secure Document Exchange") are intended to entbiese security requirements. The difficulty here
is that data originating from different MS may haattached to them potentially different legal
requirements with respect to data protection.

The challenge is two-fold: as differences will persist, the intermediary layers will have to
continue to cope with a heterogeneous environment of persisting national data protection
restrictions; however, conflicts in requirements affecting feasibility have to be eliminated via
definition of minimum common requirements as codified in common agreements

Hidden Conceptual MismatchesEach of the elements of the model contains manyngssons, that
could in practice (in the worst case scenario)ltésuhe situations where incompatible mismatcimes
conceptual framework and enterprise architectusamehts such as "roles" lead to unworkable
situations.

The challenge then is to define a common approach and conceptual framework at the next
level of detail, so as to ensure interoperability of the resulting conforming systems.

7.3.2 The Cross-Sector Case

(E U 0 r M S Level [ Administrations, Businesses, Citizens ] \
Public = —
Services
M Od8| [ Customer access (F'Iarlal,warkflaw, etc) ]

Secure Secure Data Exchange
Communications (Signed, Certified, Encrypted and Logged) over the
Management Public Internet and/or Private Networks
Basic Public Functions

Interoperability Base External
Services Registries Services

rS 1 ( R
ector
Public Sector 2
Services Public
Model Services
Agaregate Public Services Model ‘Aggregate Public Services

- J

7.3.2.1 Description
Another important application of the GPSCM is thres3-Sector case.

This particular application of the model refleciscls real world PEGS as those involving the
presentation of "single-window" environments to ithesers, which concentrate the interactions
between users (citizens or businesses) into usericé'Points of Single Contact”. More specific
examples of such environments could be foresegheinmplementation of the Service Directive, or
for some types of transactions involving internagiotrade (imports, exports, etc.).

The desirability of so-called single-window envinents for businesses and citizens is long
established. Unfortunately, the cross-sector iridgn of services necessary to achieve such
environments has been a significant challenge, ot limited progress having been achieved across
the EU despite the investment of significant timd affort in several Member States.
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This topic has been the subject of much interedtsandy during the past several years; it is cetai
not a simple matter to integrate data and acts/ibé such disparate and different administrative
agencies and bodies into a single set of coherghstaightforward transactions.

Among the most significant obstacles has beendble of truly reusable and/or properly accessible
interfaces to the key services, and a common apprtmaservice definition. The application of the
GPSCM in this case will go a long way towards efiating these two specific obstacles thereby
facilitating the introduction of these single-wimd@nvironments, and thereby helping to achieve the
expected benefits to citizens and businesses.

Public Administrations should adopt the GPSCM as an integral part of their efforts to
implement single-window environments.

Another important issue highlighted in this apgiioa is the existence of significant weaknesses and
deficiencies with and between sectors.

Public Administrations should evaluate performance on a cross-border sectoral basis
applying the Common Assessment Framework (CAF), and track the corresponding
improvements.

7.3.3 The Cross-Administrative Boundary Case

(¢ )
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. i

'\S/I%r(\j/gl:es < Aggregate Public Services >
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This diagram depicts (a particular set of) AggredaPublic Services being provided on the basis of
Basic Public Functions provided at the Europearellein combination with basic public service
provided at National level from different sectonsa given member state (accessed in a secure and
controlled way), some of which may be in turn défitbased on the reuse of services provided by
different regional or even local administrativeites (also accessed in a secure and controllegl. way

Chief among the issues raised is the question @p@@tion between and coordination of the different
service providers involved in the aggregated serviss the proliferation of such relationships in
PEGS provision is likely to be very large without@erarching strategy and control, an efficierd an
effective scheme of cooperation and coordinatiostrba devised.

The MS should devise and implement an effective scheme of cooperation and coordination
that limits the complexity and multiplicity of relationships between the providers of PEGS
building blocks, and imposes some common, minimum set of operating principles and
practices to make the resulting scheme manageable.
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7.3.4 Other Issues related to application of the GP  SCM

It is furthermore not surprising that in such a ptew environment as the provision of cross-border
public services, the closer we get to implementatiothe real world the more thorny issues arise.
Here are a few examples:

The autonomous national identification and authentication infrastructures in the MS must be
leveraged into a working cross-border scheme.

The idea is to provide signed, certified, encryptaed logged document exchange between
administrations, businesses and citizens.

This involves the certification of intermediaries to provide aggregate services using Basic
Public Functions; it is about establishing trust between users and providers of the services

In order to determine which public services may be disclosed to which constituency and/or
intermediary a process of authorization may be useful.

Intermediaries delivering aggregate services must be able to trust the basic services
provided. Certification establishes the integrity, confidentiality and availability of Basic Public
Functions.

Cross-Certification is one way in which the exchange of information (in documents and
services) between constituencies in different Member States, (each having their own possibly
multiple identification, authentication and certification infrastructures), can be secured.

There is a definite public interest at stake: eingubroad and continued access to needed services.
The immediate goal is to maintain the competitiwsnef aggregate service delivery and pricing.

In order to ensure this, a policy is needed, that will include harmonization at European level.
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8 Adopt Open Standards or Technical Specifications

8.1 Introduction

This section advocates a systematic migration tdsvar
the use of open standards or technical specificatto
cover the inter-block interfaces of the GPSCM, ideo
to guarantee interoperability, to facilitate futureuse
and long-term sustainability while  minimizing
constraints. After contextualising the definitiohapen
standards or technical specifications, this secti
addresses the assessment and selection of starata
technical specifications and finally presents a skt
recommendations.

8.2 Definitions of standard and technical specifica  tion

It should be noticed that the way the term « steshelds used in the European legislation is notelyid
understood outside the standardisation and pro@mergommunities. It is therefore worthwhile to
explain it.

In this document, we refer to the definitions assent in Directive 2004/18/EC, which lays down
procedures for public procurement.

* A ‘technical specification’, mean%a specification in a document defining the require
characteristics of a product or a service, suchqaslity levels, environmental performance
levels, design for all requirements (including essibility for disabled persons) and
conformity assessment, performance, use of theuptodafety or dimensions, including
requirements relevant to the product as regardsrtame under which the product is sold,
terminology, symbols, testing and test methodskamang, marking and labelling, user
instructions, production processes and methodscamformity assessment procedures”

* A ‘standard’ mean$a technical specification approved by a recognistdndardising body
for repeated or continuous application ...”".

This distinction implies that we use the term “slaml” to refer to a document, established and
approved by a national, EU or International recegdi body (CEN, CENELEC, ETSI, 1SO,...)

whereas the term “technical specification” covelso sspecifications issued by stakeholder fora or
industry consortia such as W3C, IETF, ... This apgihaa consistent with Directive 98/34/EC, which
lays down a procedure for the provision of inforimatin the field of technical standards and
regulations.

In practice, many of the standardisation initiativen the ICT field are producing technical
specifications that are not standards (because apgroved by recognised standardisation
organisations; the ubiquitous TCP/IP (issued bylEE-) and HTML (issued by W3C) being good
examples. We have therefore opted to systematiceslly « standard or technical specification » to
cover all specifications that are relevant whercgpieg modern ICT architectures or systems.

Nevertheless, this distinction between "standaaas!' "technical specifications" is not always dikect
relevant for the purpose of the EIF where the ersigha not put on who is producing the specificatio
but is put on the adequacy of the specificatiofulfil the public administration needs.
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8.3 Openness and interoperability

Openness of standards or technical specificat®maportant for public administrations becauset®f i
relationship with interoperability, freedom and ied":

» openness lowers barriers to market entry, theredgning the field to competition - leading
to more choice, better quality and lower prices;

* openness spurs innovation by allowing more talerdgontribute ideas and advance the state-
of-the-art;

» openness strengthens the position of consumegsvistheir suppliers;

« openness enables consumers to combine off-theqstoelficts with custom-built products and
turn-key systems;

» openness facilitates interoperability through tpamency;
» openness enhances security through transparency;

* openness ensure access to information and sermioesand in the future, as it avoids lock-in
situations, making such access dependent fromfgppodducts;

Any Public Administration must be independent ofy gmarticular supplier in terms of having
permanent access to and control over its own ddies naturally leads to the identification of a
number of specific needs and organisational impest related to standards or technical
specifications:

* Public Administrations, especially in the PEGS eafitneed common standards or technical
specifications to implement the interoperabilitytlogir processes, organisations and systems;

* The specifications being used have to be statbeshtt, in order to be compatible with the
rest of the world and to reduce risks ;

« Access to the standards or technical specificatlass to inexpensive and easy and there
should be no (cost) barriers related to their imm@etation so that a wide variety of products
will be available on the market;

* Public administrations must maintain positive cohtrover standards or technical
specifications that have been developed by angbdibtic organisations (metadata, schemas,
taxonomies etc.).

For all of these reasons, the overwhelming dediréublic Administrations in Europe is for a clgar
migration toward®penness

In the context of PEGS, openness leads to easieEpeopean information exchange and cross-border
interoperability as it enables us to structure @R®SCM around services and components with well-
managed interfaces. Furthermore, it adds the fléyiland reuse capabilities needed for a service-
oriented approach and allows combining and mixiogngonents, leading to increased effectiveness
and efficiency. Standardisation of these interfatesefore also provides interoperability over time
between partners and do not impose hardware owa@tobligations on partners resulting from
software choices. In particular, Open Standardswaélasier pan-European information exchange and
cross-border integration/interoperabitity

“1“When open alternatives are available, no citizenoompany should be forced or encouraged to use a
particular company’s technology to access goverrtm@ormation ... no citizen or company should becéaor

or encouraged to choose a closed technology ovexp@m one, through a government having made thaiteh
first” European Commissioner for Competition Policy Ne&iroes, OpenForum Europe — Breakfast Seminar,
Brussels, 10th June 2008.

“2j2010 Initiative: A single European Information&®e - "The Commission intends to use all its insgnts to
foster technologies that communicate, ..., pronmotibopen standards."
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8.4 The role of open standards or technical specifi ~ cations

The rise of Internet ecosystem has shown that ple@mess of standards and technical specifications
can lead to a high degree of interoperability dretdfore can help to fulfil the needs and requireine
expressed above.

There are a number of well-established standartisigeorganizations including consortia like the
Internet Engineering Task Force (IETF), World Widkeb Consortium (W3C), and the Organization
for the Advancement of Structured Information Stadg (OASIS), as well as formal standards bodies
such as the European Committee for Standardizgt&N) or the International Organization for
Standardization (ISO), whose outputs, in princiglan be considered as open to one degree or
another.

As presented in the first version of the EIF, optandards or technical specifications have a kely an
central role to play in attaining interoperability the context of PEGS. One of the difficulties is
however that there is no universally accepted “opmdards” definition that covers all openness
aspects. In order to establish a baseline, theviollg are the four minimal characteristics that a
specification and its attendant documents must hrweder to be considered an open starfdanader
the EIF v1 definition:

1) The open standard is adopted and will be maintaiyed not-for-profit organisation, and its
ongoing development occurs on the basis of an dpeision-making procedure available to
all interested parties (consensus or majority datistc.).

2) The open standard has been published and the sflasplecification document is available
either freely or at a nominal charge. It must berpssible to all to copy, distribute and use it
for no fee or at a nominal fee.

3) The intellectual property - i.e. patents possibtgsent - of (parts of) the open standard is
made irrevocably available on a royalty free basis.

4) There are no constraints on the re-use of the atdnd

Each of those characteristics has been electedodii® unique potential to cover some of the needs
presented in the previous section. Since the paiiic of version 1 of the EIF, several practicaes
have however shown the necessity to clearly paimttioe extent of this definition and to clarify its
applicability.

* The focus is on the interoperability within the to of complex, software based ICT
systems.

» Open standards or technical specifications mustvadlll interested parties to implement the
standards and to compete on quality and price. ¢ is to have a competitive and
innovative industry, not to protect market shangsdising obstacles to newcomers. Also, we
want to be able to choose open source solutiongraprietary solutions on the basis of
price/quality consideration (see the next chapfrg baseline is therefore that open standards
or technical specifications can be implemented diy Iproprietary and open source software,
with no limitations arising from IPR associated twihe standard in question, especially in
compliance with the open source licenses most bigdtl) public administrations.

» Practices distorting the definition of open staddaor technical specifications should be
addressed by protecting the integrity of the stedidation process.

» Practices distorting the evolution of open standgardist also be addressed. In order to be
considered an open standard, the candidate iniguestust be considereith its entirety
including any and all extensions. Products impleimgnnon-standardised extensions to the
standards should be considered as non-compliartepions are early implementations of

3 |n this definition, we used the term open standirdts broadest sense, including the open technica
specifications, the objective being to focus on“thigen” nature of this technical specification specifically to
focus on who is producing it.
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extensions that are considered within the contéxingoing maintenance of the standard for
as far that there is a (technical and commerciabrantee that these extensions will be
brought in line with the new version of the stambas soon that this new version is approved.

» This baseline definition reflects the needs of ubbministrations. If it is clearly assessed
early in the PEGS development lifecycle that neptél benefit might result from using open
source solutions, for any of the present or fusiaeholders, then it might be relevant to limit
the scope to the characteristics (1) and (2) nabmye, otherwise, to goal is to fulfil all four
criteria. There are also areas where no real gpandard or technical specifications are
available or there may be other considerationsrtieke it necessary to drop one or more of
the characteristics described above.

» This definition reflects a consumer's viewpointthaliis needs uppermost in mind. It does not
however place any constraints on any market pldyé&.up to the creator of the standard or
technical specification to decide which kind of IR&gime he would like to associate with the
standard or technical specification and it is upht® owners of technologies to decide if they
are willing to make their technology available untte proposed IPR regime.

8.5 Openness continuum

The difficulty in limiting the selection of standards or technical specifications only to the
“most open”

The definition of open standards presented abowaldibe considered as part of a broader approach,
as openness touches upon many aspects of thetidefirdidoption and use of standards or technical
specifications. First of all, openness might adsiragditional process-related characteristics sgch a
being subject to a non-discriminatory conformaneeess.

On the other hand, the characteristics of an otsmard or technical specification, as presenteten
previous section, might be fulfilled by some tedahispecifications only in part. It is useful to
consider some specific “shadings” of openness agdichnical specifications that are:

» "freely available" (meaning that their contents raoé secret),
* available for free" (without charge), or
» "free of use restrictions" (i.e., of legal restiocts on their use).

The interest in such additional categorisationsstimightforward: Open standards or technical
specifications are preferred (for all the reasomergabove), but if there is no suitable, feasiiben
standard or technical specification, one can ingatt some of the “less open” alternatives. Whereas
the goal is to ensure real and fair competitiomulgh the selection of open standards or technical
specification, it is however difficult at this tim@® limit the selection of standards or technical
specifications only to the “most open” as prevagilconditions must be taken into account, including
the current market conditions.

However, such choices must be revisited on a redwdsis in order to ensure that a systematic
migration towards the use of open standards omteghspecifications takes place, as quickly as is
practical.

98/34/EC directive: a very limited subset of IT-redited specifications and standards

In addition to this division between specificaticarsd standards, EU directive 98/34ftaddresses
some of the same issues. Among other things, Wighes instructions for the use of technical stadslar
and regulations in the domain of the informationisty. It doeshot mention open standards, or even
take into account the previously discussed divisigather it views standards from gustitutional
perspective: the naming of “standargsér seis defined as the exclusive domain of a number of
recognised standardisation organisations, with raleroof precedence. The result of this is that the
specifications and standards that fit the definitimder the directive only comprise a limited stilode

“ http://ec.europa.eu/enterprise/tris/98_34_ec/indaxpdf
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the complete set of specifications and standarddadle to choose from. These standards fulfiy— b
default — characteristics (1) and (2) specifiedvabo

Restrictive use leads to less than optimum solutisnn some cases.

The standards that fall within the directive do pobvide a solution for every situation. Rigidly
restricting the selection of standards only to ¢hthet fall within the definition given in the dateve
will therefore inevitably lead to less than optimsoiutions in some cases.

A method is needed by which standards can be assedsnd selected in a systematic and
structured way

It is therefore clear that a process is needed Highnwstandards or technical specifications appaberi
for the context of any given Member State’s envinent and for any specific PEGS context can be
assessed and selected in a systematic and stidigtase taking into account the current environment
and market conditions.

8.6 A systematic, structured assessment of standard s and technical
specifications

When defining interoperability frameworks, ICT aiteleture or individual ICT system, interfaces
between building blocks or between the system dued"test of the world" need to be defined.
Depending on the case at hand, one may find neaelestandard or technical specification — in which
case you will have to develop, together with afleststakeholders, your own specification — butrofte
also one may find a number of equivalent, compesitemdards or technical specifications. Using
multiple, equivalent standards or technical speaifons may lead to lack of interoperability or the
unnecessary introduction of "converter modules".

It is therefore advised to the Public Administrations to agree with all involved stakeholders on
the use of a minimal set of standards or technical specifications.

The proper selection of standards and technicalifspeions relies first of all on a clear assessme
process taking into account a set of objectivedeit

Such criteria can be grouped in several categoaiddressing both Public & Private Value of the
standard or technical specification in question:

» The "suitability" criteria reflect the ability taiffil a public administration's “business” needs.
Aside the direct business need to be covered,itisisides aspects such as Accessibility,
Security, Privacy, Multilingualism, Interoperabyijtetc.

» The "potential* criteria cover non-functional chetexistics such as scalability, maturity,
stability and maintenance.

* The "openness" criteria cover aspects such as:

0 the openness of the process used to produce amtiinaihe standard or specification
and the neutrality of the party maintaining it;

o the availability of the specification for readingdastudying;

o the ability for different market players to implentehe standard, independent of their
business model (see further the discussion on rigadt of open standards and
specifications on the open source business model);

o the openness of the implementations — implememsitimplement the standard or
technical specification, not a "proprietary” subset superset of it that is not
standardised,;

0 the degree to which costs are limited at all stefike process — from costs associated
with the right to participate in the definition tiie standard or specification, over
costs associated with the implementation of thedsted or specification all the way
to costs related to verifying the conformance ofraplementation.
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* The "market conditions" criteria reflect the indiaization of a standard or specification, its
alignment with best practices, its reusability, thhember of competing implementations
available, and the degree of market adoption apgat available.

A specific initiative to harmonise such evaluationghe context of PEGS would be beneficial. It is
expected that the CAMSS project will deliver recommendations on just suah assessment
methodology, covering the areas mentioned above. afiplicable results of EU-wide assessments
using CAMSS (i.e., across all EU Public Administras, independent of any national borders or other
administrative/sectoral boundaries) should be ohetlin the EIAG.

Member states should use the CAMSS methodology and contribute to the assessment study
as well as make use of the outputs of the CAMSS project.

8.7 Establishing a common framework for standards and technical
specifications selection

It is important that the standards and technicak#jgations adopted by Governments support the
wider-encompassing e-Government strategy. Thisetabse the wider strategy usually sets out the
values and principles for eGovernment. Tying in stendards and technical specifications selection
with the more general policy directions of goverminiéself ensures that the standards and technical
specifications selected via the process are cladgped with the overall strategy of the governtsen

in question.

Determining what standards and technical speciinatshould apply across Public Administrations,
independently of borders or sectors, is also assseg foundation. Not all processes or information
necessitate sharing; nevertheless, interoperakslitguld be promoted and facilitated where most
relevant. Conversely, the implementation of isalatenonolithic or otherwise non-interoperable
information systems and the consequent duplicatod/or redevelopment of similar business
functions as well as the often needlessly compisractions necessary to exchange information that
are associated with such situations, must be diaged.

One way to characterise this approach is thattdilsnapplying an "urban planning"-style analysis t
the use of IT standards throughout the IT ecosyst#mpublic administrations in Europe.
Interoperability in general (that is, globally skiem) is severely handicapped by the uncontrolied a
ad-hoc proliferation of multiple standards or techh specifications applicable for any one given
function, as well as by their varying charactecistiFrom this perspective, it is clear that a dlgba
oriented process of selecting standards and teahspecifications has to be put in place to manage
this situation properly.

A selection process shall be organised in a transparent, fair and balanced way with a major
involvement of the MS as they have already taken several initiatives to select open standards
or technical specification at national level. In this context, a hierarchy of areas that would (or
do already) benefit from standardization should be identified with priority given to mature,
widely used, open standards or technical specifications. In case open standards or technical
specifications do not exist in certain areas, the selection should however take into account
the context of use and based on CAMSS criteria should identify the best candidates.

Such orientation should be complemented active iipfor standardisation initiatives in the
corresponding areas based on open processes. Mhigely balance the use of open standards with
the dynamics of the market and emerging technadogie

Furthermore, obtaining the collaboration and suppbthe major industry players is a critical susxe
factor. This aspect should be addressed througin clenmunication and the expression of a common
position on the fact that the objective of the sibtm is to avoid competition between existing
standards and technical specifications — which tepenteroperability — but that competition between
products implementing a given standard or techrgpakification is healthy and encouraged. As this

“5 Objective: Sharing with volunteer Member StatesIBT standards and specifications assessment eeathh
the context of the elaboration of the eGovernmetgrbperability Frameworks
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message is transmitted early in the standardisatiocess, the stakeholders involved are invitedieto
facto align their product offering with selectedrsiards and specifications.

It is critical that the philosophy which animates the selection of the standards and
specifications be clearly known and publicly communicated. The method should also be
publicly available so that all stakeholders could understand how standards or technical
specifications are assessed and then selected by Governments. When developing standards
or technical specifications, stakeholders can also assess for themselves their own
specifications and/or standards under development against the public list of criteria. This
could save time and money.

Finally, a recurring dilemma is whether or not thopt recently produced specifications. The situmtio

to be avoided is one where the adoption of sommijsing "new" standard or technical specification
is delayed or blocked by the limited practical eigrece with its use, making the standard or tecinic

specification fail against certain assessment r@itesuch as maturity, stability, degree of market
adoption, etc. It should be considered to give soswently produced technical specifications a
temporary special classification during which tintieeir suitability and other characteristics can be
assessed through pilot activities with the aim déing them after it has been verified that they
really fit all criteria.

A mechanism for the incubation of standards and technical specifications should be put in
place, allowing public administrations to identify the most promising ones in areas currently
not well covered and actively promoting them.

8.8 Standard and technical specification coverage

Even if the emphasis is initially on standardisatiat the technical level, all the levels of
interoperability should eventually be covered bwndfards or technical specifications of the
appropriate type, as this will tremendously advaace support interoperability. The results of such
standardisation activities will be detailed in BHI\G where relevant.

Regarding the technical level, this comprises tkeents used to deliver content across a community
of interest. Elements include transport protocatgssaging specifications, security specifications,
registry and discovery specifications, syntax lites, and service and process description languages
In practice, those elements encompass all the GPIR@Iding blocks.

Technical interoperability should be consideredumerous fields, including:
¢ Interconnection (e.g. Internetworking between WANtual Private Network)
e Security (e.g. Exchange of authentication and aighion, Signature of web resources, etc.)
« Data Exchange (e.g. Electronic Data Interchangekial anguage, etc.)
» Discovery mechanisms (e.g. Domain Name System, 8éelices Description)
« Presentation and document formats (e.g. Documetihlition format, Graphic format)

* Metadata for Process and Data Descriptions (e.gcifigation of business processes and
business interaction protocols, Structure of docus)eand

* Naming (e.g. Identification of internet resourc8spuntry code representations, etc.).

Regarding the semantic level, elements includereafee taxonomies and workflows, code lists, data
dictionaries and sectoral libraries.

Regarding the organisational level, elements caseptine business processes, policy elements that
facilitate interactions between PAs, service lagreements.

At the legal and political level, harmonisationigities such as the Directive on electronic signesu
progressively pave the way to a better interopertdgal environment.
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8.9 Laying the groundwork for an open ICT environme  nt

As mentioned previously, the current ICT environiisnstill largely dominated by closed systems
and closed interfaces. An evolution towards a nmaen approach has to be supported by well-
understood benefits. There is thus a clear negessibuild sound business cases for open ICT
environments. Transparent and informed decisionimgarocesses will help generate credibility and
therefore will facilitate political and financialipport.

Public administration should identify at an early stage the benefits of interoperability for the
administrations, businesses and citizens, resulting from quantitative as well as qualitative
analysis. Public administration should focus not only on the intra-MS interoperability issues
but should also cover the cross-border scenarios, taking into account the global costs, risks
and feasibility of moving forward to specific standards, (or conversely not to align the
standards selection processes along the MS).

8.10 Procurement aspects

Procurement is usually focused on obtaining cowerafjthe required functionality (often in an
isolated and silo-style manner), without really ingk into account the EU-wide interoperability
aspects. In order to address this situation sydieatl, interoperability requirements for software
solutions should be directly incorporated into pihecurement process and should cover evaluation of
interoperability characteristics/capabilities, ftionality, support for open standards or technical
specifications and future adaptability.

The EIF should be explicitly linked to procurememt the basis of compliance with a set of
recommended standards and technical specificati®odlishing a set of open standards and
specifications used by government enables suppitetsuild applications that best fit government
requirements. "General" interoperability requiretseare manifested in procurement processes by
preferring open standards and specifications whpglicable. In the case where there are no viable
open standards available, consensus-driven stameati the greatest degree of openness (based on
rational and measurable criteria) should be fawd@a® an interim measure, but clearly in the context
of a wider plan to migrate in the longer terms to¥gathe use of open standards or technical
specifications, as soon as practicable. In any,cts#hnology and vendor neutrality should be
included in the immediate targets in most if nbtakes.

Public Administrations should embed the main EIF characteristics in the PEGS-related
procurement process by mean of a set of measurable criteria. These includes the 5 main
steps leading to successful PEGS implementation, addressing the underlying principles, the
interoperability levels, the GPSCM model, the use of open standards or technical
specifications, and the adoption of a sound development approach.

To support the interoperability objectives, the mpess of the technical specifications is a primary
concern and is an essential characteristic of saimical specifications when the context mandiates

Public administrations should take into account the minimal level of openness required for
each specific PEGS use in order to ensure interoperability. On that basis, the subsequent
filters listed on the public procurement directive*® (2004/18/EC) should be applied, in the
appropriate order of precedence.

6 2004/18/EC, Art 23 / 3'Without prejudice to mandatory national techniaales, to the extent that they are
compatible with Community law, the technical spegifons shall be formulated: (a) either by refecento
technical specifications defined in Annex VI amd,order of preference, to national standards travsipg
European standards, European technical approvadsnmon technical specifications, international starus,
other technical reference systems established éyEtiropean standardisation bodies or — when thesaad
exist — to national standards, national technicppeovals or national technical specifications réfat to the
design, calculation and execution of the works asel of the products. Each reference shall be aceoiefd by
the words ‘or equivalent’; ...”
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As previously stated, open standards or technigetications provide the ability to permanently
secure access to and control over data, documedtsther digital assets. This "assured control" can
be accomplished independently of the particulatesys and processes that use the data at any given
point in time. As the long-term preservation of lllata is one of its primary responsibilitiese th
public sector must take control of this data thitotlge systematic use of open data formats.

Public administrations should consider support for open data formats as a prerequisite at the
procurement stage.

The current ICT landscape is full of large-scalgaley systems working mostly in isolation whereas
the objective should be to ensure that newly predwsystems are open, interact easily with one
another and are able to work with existing comptsmémainly legacy).

Public administrations should target procurement at standard-based sets of services, with re-
use potential in an open standards or technical specification based environment.

Even if the procurement process calls for opendstads or technical specifications, the end results,
once implemented, do not always use or exposetagaoes the corresponding standards or technical
specifications, or only through a compatibility éaywith limited functionalities, often present orfior
formal compliance purposes. To avoid such unddsiraiiuations, where systems with limited
interoperability go into production (or "are inttamed into the IT ecosystem") appropriate audit
mechanisms should be put in place to verify comgkawith interoperability requirements.

Public administrations shall link in their procurement terms final payments with a third party
confirmation that the delivered solution complies with interoperability requirements (such as
open standards or technical specifications or references to interoperability frameworks or
architecture guidelines referenced in the tender, or related procurement terms) and entities
mandated to conduct such audits shall receive the corresponding authority.

Bundling should be handled with caution, as theoohiction of unwanted components or the
disappearance of clearly defined interfaces in tB& landscape could result in unintended or
unforeseen consequences, such as the stealthy ntefpda of proprietary, undocumented
specifications, without the proper assessmentsearndws.

Public administrations should set up procurement procedures ensuring that optional or
additional components coming along with a product should not affect the evaluation,
especially if they induce the use of specifications or formats that have not been requested.

“When open alternatives are available, no citizercompany should be forced or encouraged to use
a particular company’s technology to access govemnmformation ... no citizen or company should
be forced or encouraged to choose a closed techgobwer an open one, through a government
having made that choice fifét.

Public administrations should ensure that, whenever possible their procurement process
does not result in an obligation to citizens, businesses or other partners to acquire for a fee
specific product in order to be able to use the service offered by the public administrations.

8.11 Convergence mechanisms

Convergence mechanisms among MS are still relgtilielited. The notification process resulting
from 98/34 is currently triggered quite late.

The member states and the European Commission should put in place a proactive
mechanism to know what others MS are doing.

Moreover, when new PEGS are introduced, the MS tergklect standards and specifications only
gradually. In order to streamline the path towantisroperability, those MS implementing PEGS late

" European Commissioner for Competition Policy Neefiroes, OpenForum Europe — Breakfast Seminar,
Brussels, 10th June 2008.
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in the process (relative to the implementation plahthe other MS, that is) should whenever possibl
align their standardisation choices to those tmaither MS have already assessed and chosen.

The member states and the European Commission should set up mechanisms for PEGS
deployment to check with other MS before selecting interoperable solutions (not reinventing
the wheel). This could be supported by an observatory having the mission to see what has
been implemented.

8.12 Aspects of development of standards or technic al specifications

Standards and technical specifications change twer and revisions can take years to complete.
Informed government participation in the standatii® process mitigates concerns about delays,
supports a better alignment of the standards dmteal specifications with the public sector needs
and can help governments keep pace with technatogpyation.

International standards organizations welcome gpdiion from all interested stakeholders but are
however often perceived as closed communities. bMae a wide participation is an enabler for the
large-scale adoption of standards and specificatéon will strengthen the standard setting prosesse

Member States should encourage the participation of local companies in standardisation
activities and should improve their awareness on the value they could extract from such
participation (such as improved competitiveness, early adoption of the standards and
specifications, and alignment to their strategy).

As of today, many (unused) standards or technigatifications have been targeted at solving the
wrong problem, at the wrong time, impeding the timdelivery of specifications really meeting user
needs. Furthermore, up to now the public sectondgly a bystander in the standard setting process
providing only limited input regarding its needs.

To be able to reap the full range of benefits ftbmuse of standards or technical specificatidtiadi
its needs, a strong collaboration should be igitlatery early in the process between all stakehslde
in order to ensure that standards or technicalifspettons truly reflect real needs.

Government user groups shall actively share their business requirements with all other
stakeholders.

The public sector must develop the expertise necessary to contribute to the process and
influence open standard or technical specification development.

Recognised international standards organizatioasat yet fully focusing their effort on IT standar
that can be considered as open based on the Hifftidet

The EC and the member states shall reaffirm their interest in seeing open standards adopted
in the future and their support to standardisation bodies that support that goal.
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9 Be prepared to benefit from Open Source Methods

9.1 Introduction

In this section, we will briefly address the follmg
topics: first, we will position Open Standards, @pe

Source Software and the Open Source Development
Model. We will then detail recommendations related

understanding the approach, using open source ay
reaping the full benefits of collaboration, reuseda
sharing.

The rise of the open source movement has bee
disruptive element yet provides a unique opporjutat
favour interoperability.

It is clear that Open Source Software has had fopnd
influence on the ICT marketplace. This large amaifnt
high-quality open source software has had a higiaoh
on organizations that operate ICT systems and e th
users. Large corporations have also committed tsiralc and flnanC|aI resources to support
corresponding innovative business models. In f@etny organisations are surprised to discover the
amount of open source components they already imapkace. Moreover, the advent of open source
software introduced a new method for producingvsafe.

Whereas traditional procurement has mainly beeansed on either out of the box solutions or ad-hoc
custom software development, the Open Source apiprafasoftware development has gained much
momentum recently. Concrete manifestation of theebits of sharing can be found in the applications
of the Open Source Development Model.

9.2 Open Source Software is a concept distinct from the use of Open
Standards.

While Openness begins with Open Standards, enalliaginteroperability of all software both
proprietary and open source, Open Source Softwara toncept distinct from the use of Open
Standards. Open source software is software defipgdits collaborative development, the
accessibility of its source code and the distrdoutnodels employed.

Characteristics of the Open source software appréacsoftware creation include (among others)
freedomgo studyto changeto (re-)distributeandto re-usesoftware solutions, which by themselves,
have the potential to provide great value to pusadiministrations.

9.3 Open Source Software vs. Open Source Developmen t Model

The open source approach to software developmeligs ren specific behaviours such as
collaboration, reuse, and sharing. This approasb elduces characteristics more directly linked to
dynamics of the development model: vendor neugraléliance on open standards, availability - by
their nature - of publicly available (over-)specd#iions, easy adaptation, easy sharing of resources
from different companies and organisations, seguritstworthiness due to the availability of the
source code and the traceability of the developrmpeotess.

In the context of PEGS, the characteristics lissdgbve can prove to be advantageous. This
development model might therefore also be wortdyshg and understanding, either to better interact
with the corresponding communities or to adopt sofrtbe underlying principles.
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9.4 Understanding the Open Source Development Model

As a matter of fact, the open source wave is datieooverall ICT landscape, and various open sourc
solutions and environments are already deployedlifferent public administrations. It should
therefore be of interest to all MS to have a betteterstanding of the model.

The Open Source development model can providefiigni benefits, but it must be noted that merely
using open source software does not automaticaléyamtee that the full benefits will be delivered.

Administrations need to adequately prepare in oraleeap the maximum benefits from the approach.
A set of key enablers has to be actively addressedrder to improve the readiness of the
administration facing this new paradigm. First 8f a good understanding of this rapidly evolving

area of the ICT landscape is necessary.

Open Source has proved to be disruptive in termsusiness models as well as interactions between
the main stakeholders of software development aodyztion. Besides being a new software delivery
mechanism, this movement also impacts the IT lamiscin terms of economic, control and
customisation. A detailed understanding of thodeces is necessary in order to appropriately adapt
procurement decisions.

Member States should evaluate the extent of their current use of open source software, the
effects and availability of open source solutions in their domain, and adapt their procurement
process where necessary.

Furthermore, there should be more proactive invaket in the evolution of the market towards more
open source-based solutions. Reaping the full kenef the evolution towards open standards
mandates actively supporting the presence of skveofiware choices implementing the
corresponding standards, among which might be faymh source components.

Public administrations should develop in-depth understanding of the inner working methods
of the open source community.

Public administrations should also develop metrics that can be applied to both closed and
open source.

Public administrations should adapt their internal processes to deal adequately with open
source mechanisms (e.g. Bug report, testing / troubleshooting, contribution of changes,
licensing, security accreditation, etc.).

The successes of Open Source projects in the @as been heavily reliant on the talent and
dedication of a small number of individuals. Thegml way that this approach has unfolded has been
not in a planned manner but rather by chance, anadihoc manner, uniquely depending on and
determined by the situation in which it has ocadirre

It may be prudent that the use of OSS in other contexts, especially in the public sector,
receive some guidance on collaboration techniques, and focusing on quality of results,
scheduling of activities, marshalling of resources, releasing strategies, etc.

Finally, procurement rules currently in force hawestly been designed with the goal of obtaining
proprietary software from commercial suppliers imap whereas the open models that have emerged
during the last decade operate differently. Onéhefmost important recent changes associated with
these open models is th@mmunitiesnay now be able to provide substantial and sefficiesources

for complimentary support and maintenance to sualegree that the risks associated with using
smaller firms or newer standards could be offset.

Public administrations should integrate into the procurement criteria the availability of a
community to support a component or a standard.

9.5 Using Open Source Software

Regarding the use of open source software itselfis iinstructive to review its fundamental
characteristics in making a decision for its use.
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* Openness is a significant characteristic to reconthtie model, among others such as cost
efficiency, verifiable implementation of the stamdis functional coverage, avoiding limits
imposed by IPR and license constraints, the long-urability of the solution, and the ease
of adaptation to local needs.

* The objective is to not foreclose any software tlgy@ent model.

Public administrations should consider Open source solutions on an equal footing with
proprietary solutions (which implement the open standard or standards in question) during
public procurement procedures

Before actual implementation of a given PEGS begthe following milestones in the PEGS
development lifecycle can be assumed to have passed

* aroadmap for implementation of the PEGS in quedtieelaborated, (which comprehensively
covers activities at the various layers of the disiens model - political, legal, business,
semantic and technical),

» acompliance check with the EIF underlying prinefohas been performed,

» the building blocks supporting and being aggregébegrovide PEGS in question have been
defined and specified (using the GPSCM as stagoigt),

* an appropriate set of standards has been selegpticable to the Building Blocks to be
developed

» the gaps and preconditions necessary to ensuressfotimplementation (and operation) of
the PEGS have been identified and documented.

The important thing to note is that these stepsilshbave been carried out in a manner which is
neutral with respect to the software developmentdehdo be followed, allowing the Public
Administrations the option of choosing either theel source approach or a traditional software
development model, according to their needs.

Public administrations should perform, during the conception of each PEGS project, the
identification of the criteria leading to the selection of an appropriate specific software
development method, as well as its effect on the selection of specific product(s) or solution
for each given building block component of a GPSCM-modelled PEGS.

9.6 Adoption of Structures and Mechanisms for Colla boration, Reuse
and Sharing

Public administrations produce many customisediegpbns to support their activities but today the
underlying pattern is more often rebuild than reuSkis induces a very limited capability to
interoperate and put technological constraints extosal exchanges induced by the need to put in
place lot of gateways - without any other added@alther than allowing the exchange of information
cross-border - , whereas the overall scheme mightiabgely simplified by a reuse approach.
Furthermore, the eGovernment Action Plan i2010 ngfiso emphasises "sharing” eGovernment
applications and experiences — and on the shafiogmmon, essential infrastructure services.

Member States should support reuse and sharing when building blocks supporting the
GPSCM have to be built.

Public Administrations should be prepared to employ open source methods as well as
traditional methods of software development.

Member states should assess in each instance whether the Open Source approach
(collaboration, reuse, sharing) for any given PEGS implementation could provide any unique
or specific benefits that should be taken into account when choosing the eventual
development model.

Furthermore, the following support actions are necended:
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Public Administrations should set up infrastructures in support of working together.

Public Administrations should adapt their organisation to be able to use the open source
development model (skills, change management...).

Public Administrations should provide guidance on collaboration (quality, professionalism ...).

Public Administrations should provide a legal framework for using open source software and
the open source development model.

Public Administrations should wherever appropriate actively contribute to projects building
applications using an open source development model and foreseen to be publicly
distributed under open source licences.

Public Administrations should be informed about and prepared to actively make use of the
Open Source Repository (OSOR), as both contributors and beneficiaries*.

9.7 Making open standards and technical specificati ons sustainable
through innovation

IT environments based on open source componentsieweloping their content mainly based on
communities and entrepreneurship; they constitueahvector of innovation, but are often only well
known by a limited audience of technical speciali§overnments need to play a more active role in
supporting the growth of the open environments rogeissues relevant to the public sector,
especially when there is an opportunity to promhbeedelivery of reference implementations that do
support open formats, standards or technical dpatidns. The focus should be put on encouraging
entrepreneurship and innovation. This goal candbgesed through several measures addressing all
the stakeholders.

The European Commission and Member States should set up the necessary conditions such
that when they sponsor R&D applicable to the public sector, for example in the context of
FP7, the terms of the developed software shall support building up an interoperable ICT
environment. Multiple options are possible in this area: supporting the use of tools compliant
with open standards or technical specifications, recommending the creation of components
matching standard interfaces, facilitating the reuse of components, etc.

In order to support development and innovatiorns itentral for governments to raise the knowledge
of citizens regarding open technologies. Buildinig knowledge base, through education, training and
R&D means committing the requisite resources. Seguhis commitment is critical as it directly
affects the ability to share innovation on a michtdasis.

Member states should support education, training and R&D related to open source
technologies.

Currently, open communities are mainly built on ahoc basis. Governments should play a
proactive role in the formation and growth of sedmmunities, and proactively expending efforts on
building institutional relations between technologgd science, by combining public and private
expertise.

Member states should support the creation of clusters around open standards or technical
specifications and open source components which hold the promise of establishing thriving
collaborative communities and partnerships that can spread knowledge and sustain the flow
of innovation.

8 OSOR.EUis the operational arm of the Open Source RepysReoject. Its centrepiece is a platform for the
sharing and reuse of software by public adminismnatin Europe.
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10 Glossary

This will provide a glossary.
It will be produced once the main elements of ttiettave been completed

11 Abbreviations

A2A Administration to Administration

A2B Administration to Business

A2C Administration to Citizen

ABC Administration, Business and Citizen

B2C Business to Citizen

BPR Business Process Reengineering

CAFY Common Assessment Framework (www.eipa.eu)

CAMSS Common Assessment Method for Standards and Spsains

CCL Core Component Library (UN/CEFACT)

CEN European Committee for Standardization

CENELEC  European Committee for Electrotechnical Standatidina

DRM Digital Rights Management

eDoc Electronic document

EA Enterprise Architecture

EC European Commission

EC-DIGIT European Commission Directorate General For Inféicaa

EFQM European Foundation for Quality Management

EIAG European Interoperability Architecture Guidelines

EIF European Interoperability Framework

EIIS European Interoperability Infrastructure Services

EIS European Interoperability Strategy

elD Electronic identity

ETSI European Telecommunications Standards Institute

EU European Union

EUPL European Union Public Licence

FP7 7th Framework programme

GPSCM Generic Public Services Conceptual Model

HTML Hypertext Markup Language

IDABC Interoperable Delivery of European eGovernmentigesvto public
Administrations, Businesses and Citizens (ec.eueapiaabc)

ICT Information and Communication Technology

IETF Internet Engineering Task Force

IF Interoperability Framework

9 The Common Assessment Framework (CAF) is a tatality management tool inspired by the Excellence
Model of the European Foundation for Quality Mamagat (EFQM) and the model of the German University
of Administrative Sciences in Speyer. It is based tbe premise that excellent results in organigatio
performance, citizens / customers, people and oeiee achieved through leadership driving stratagy
planning, people, partnerships and resources avzkgses. It looks at the organisation from diffeesrgles at
the same time, the holistic approach of organiagtierformance analysis.
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IPR Intellectual Property Rights

ISO International Organization for Standardization

ITU International Telecommunication Union

MoU Memorandum of Understanding

MS Member State

MSA Member State Administration

NGO Non Governmental Organisation

NIF National Interoperability Framework

OASIS Organisation for the Advancement of Structured dimfation Standards
OECD Organisation for Economic Co-operation and Develepim
(OR) Open Source

OSOR? Open Source Observatory Repository (www.osor.eu)
PA Public Administration

PCI Projects of Common Interest

PEGS Pan-European eGovernment Services

PEGSCO IDABC Management Committee

PKI Public Key Infrastructure

PoSC Points of Single Contact

PSI Public Sector Information

R&D Research and Development

SD Services Directive

SEMIC.EUP* Semantic Interoperability Center Europe (www.seeui}.
SLA Service Level Agreement

S-TESTA Secure Trans-European Services for Telematics leetvieministrations
TOGAF The Open Group Architecture Framework

UN United Nations

UN/CEFACT United Nations Center for Trade Facilitation

UNDP United Nations Development Program

W3C World Wide Web Consortium

WAN Wide Area Network

XML Extensible Markup Language

0 OSOR.EU supports the sharing of FLOSS-based e@meatt applications across Europe — connecting EU
services and Member States. In order to do sofoll@ving services are available: an informatioatfisrm on
0SS, a repository and registry which provide vigipito European OS projects, and a collaborative
development environment.

*l SEMIC.EU defines the platform, actors and suppgrtprocesses required to implement and operate a
"clearing house" for data and information relatedsemantic interoperability (SEMIC). A number ohet
studies on aspects of Semantic Interoperabilityelzeen conducted in 2008 (some of which are stdleoway)
under the auspices of the project, some of the nmopbrtant being the Good Practices study, and the
Multilingualism study. The outputs of these effopovide important guidelines, recommendations atibr
inputs relevant to furthering semantic interopdihin this context.
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12 Annex 1: Background Information

12.1 Context of the revision

A first version of the EIF was published in 2004dareceived widespread acceptance by
administrations in Europe. At the time, there weesy few Member States who had established
National Interoperability Frameworks (NIF's), ahere were very few similar documents to be found
elsewhere in the world. Since publication, a numbeMS have been inspired by the EIF as the
starting point for the development of their NIHfie EIF was never intended to be a showcase for
NIF's, despite its purpose of filling the gaps iFN at European level. This remains unchanged.

The EIF took a clear and firm position on the gisesof open standards, which resulted in some
controversy. Since publication of the EIF, the néeda platform or forum for coordination and
cooperation between the large number of parties emtdies involved in standardization-related
activities, and the need to centralize and modeletealiscussions has been highlighted. The EIF also
introduced a basic Interoperability model (as vealsome other concepts) which has been widely
reused around the world when Interoperability scdssed, e.g., the notion of "Interoperability IsVe
(Technical, Semantic, Organisational).

The originally intended scope of applicability dietEIF was limited to the implementation of Pan-

European eGovernment Services (PEGS), which renthensase. Nevertheless, it is now clear that
the actual impact of the EIF has extended far beybis. The approach and concepts put forward by
the EIF are driving industry and government thougidl action throughout the world in a broadly

constructive way.

One shortcoming of the published EIF was that tioegss by which it was created did not include an
efficient means for external parties, such as itigugroups and NGO's, to provide input: a
substantive, constructive dialog was missing. Aesalt, some stakeholders, especially in the pivat
sector, have not accepted all of the preceptseotdifr, particularly on the subject of open stangard
Since publication of the original EIF, however, r@a deal of useful and interesting input has been
provided by different groups, including industrpdahas now been taken into consideration during the
revision process. In the future, the governancegsses established via the European Interopeyabilit
Strategy (EIS) (see section 2.2, The organisatioortext of the EIF, page 2) will institutionaligach
consultations into an ongoing activity that willpnove the quality of the results, and reduce birie
to acceptance.

In retrospect, it has become clear that the EIF wamixture of assets, but that there were
shortcomings as well; in particular, the relatidpdietween the EIF and the NIF's in the MS was not
laid out clearly enough. The question of scope raisgi be explicitly noted, in that the intersectain
these two types of instruments (EIF & NIF's) is FE@ other words, NIF's may cover non-PEGS
services and administration activities, but thedé not be of concern to or within the scope of the
EIF. Finally, for historical reasons, the links ween the EIF and the more technical detailed
Architecture Guidelines (AG), which in theory dexss/from the EIF, were not as clearly or as
explicitly laid out as possible. The revised ElIFm®re explicit about what points/subjects will be
treated more explicitly or in more detail in the AG

A number of other shortcomings in EIF v1 have &leen pointed out, including:
e The original interoperability model could be mowenplete (only three levels)

* More attention to the question of legacy systemsthe evolution of standards is needed (in
addition to the long-term focus on open standartteduced in the original EIF)

e Unclear responsibilities (the cataloguing of whieldds up to the absence of strong
governance)
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* Insufficient attention was paid to the questionegfal barriers to interoperability, which are
both numerous and serious.

We can also point out that the EIF did not provésey model or framework for understanding of
PEGS or "Public Services", nominally the focal pdar the interoperability efforts in this context.

Since the time of publication of the EIF, theredalso been significant changes in the adminiggati
technological, business and legal environmentsekample:

* The proliferation of national interoperability framorks in EU MS, which have served to
highlight issues requiring or deserving increasetbleasis and/or attention, such as the
relation between the EIF and the MS's NIF's, ardrtie played by Enterprise Architectures
(EA's);

¢ The administrations have made progress in upddktielg systems and infrastructure, and in
reengineering their business processes, in theepsodentifying new requirements; In
particular, significant advances in eGovernmerttdtives/key enablers in the Member States
such as elD/eDOC have highlighted the issues affitulies involved in implementing
PEGS and elucidating new infrastructure and systepsirements giving new understanding
to these elements;

* Advances coming from other national and internatioafforts, such as the Australian
Government information interoperability framewods well as collected works on e-
Government Interoperability developed by the UnitBidtions Development Program
(UNDP).and the UN e-Government Survey 2008 "Fronsosernment to Connected
Governance";

* The appearance of new technologies and produdteitCT marketplace occurs frequently,
inviting re-assessments of the general situatioa parmanent, ongoing basis;

« As technical Interoperability, even if it is notheed today, was the first target of most past or
current activities aiming at improving interopetéj emphasis should now be increasing
refocused on semantic and organisational interbgiyaas presenting increasingly important
challenges in the near term;

¢ Businesses have modernised and expanded acrosrdarithin the EU, and beyond, with
consequent changes in the environment, their ictieres with governments, and evolution in
expectations thereof;

« New legislation such as the Service Directive hkxqa new objectives in front of the
Member States along with ambitious timelines fairtimplementation.

* The deployment of PEGS has advanced significaatiy, the Member State Administrations
have learned some important lessons and gained waleble experience from the efforts; In
particular, they have been able to assess thearstevof requirements relating to common
infrastructures, tools and services. The need twige a global approach to provision of
public services has been highlighted. Finally, sorhether understanding about
interoperability issues at local/regional level bagn gained.

Having taken stock of these and other changessitliecome manifestly clear that a revised verdion o
the EIF is needed, to cope with the changes, aadvance certain other strategic objectives (eig.,
EU participation in the UNDP studies on interopdigh, such as promotion of the EU-developed
approaches to cross-border and cross-sector ireoifity beyond the EU.

The revision process was designed to provide eeabmdlaboration with the relevant Commission
services and with the Member States. The resultétvised European Interoperability Framework
takes into account the national interoperabilitgnieworks (NIF's) and related activities in the
Member States either planned or currently underway.

The revised EIF is published as an annex to a Carwation from the Commission to the Council
and to the Parliament. It is an invitation from tbemmission to the Member States, having worked
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together long and hard on the revision, to ralljuad the principles and precepts laid out in thie El
and apply them.

While not in itself a binding document, it has beksigned for use as such in specific contextd) suc
as policy guidelines definition, projects set ugh&tecture design, and individual calls-for-tergler
Adherence to its precepts is necessary in ordacheve the stated interoperability goals.

12.2 Key principles of EIF v2.0 vs. EIF v1.0

From its starting point, the revised EIF is distirgped from the original publication in the follovg
ways:

* The revised EIF is to include a clear mission staiet.

* The features of the EIF intended to guide developimmand ease decision-making are to be
enhanced and strengthened.

« Stronger governance of PEGS on the one hand amdeobperability and the EIF itself on the
other hand, must be planned and provided for.

e The guiding role of the Commission must be elatsatétirther.
« Constructive dialog with external stakeholders

¢ More synergy between pan-European and nationatines (while respecting subsidiarity) is
needed.

* The interoperability concept will be developed ket via enhanced interoperability
"dimensions"

» Clarification and further development of the sitoatvis-a-vis Standards & Specifications
(especially open standards) is requifed

* The key issues to be resolved for PEGS to flouvidlh be identified and described, via
(among other things) the elaboration of the GenBriblic Services Conceptual Model (see
section 7, “The Generic Public Services Concepidel (GPSCM)”, page 42 below)

» Better links with the forthcoming Architectures @elines which will be elaborated from the
new EIF

* Preparing the ground for a better InteroperabiBiyernance through the planned European
Interoperability Strategy (EIS)

°2 Especially as regards the criteria of "openness”
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13 Annex 2: Related Initiatives

1994
Bangemann Report

1993
Delors paper

|

“Standards” Directive eEurope 2005 initiative

2003 2005
Public Sector Information Directive eEurope 2005 Action plan 2007
2003/98/EC . .
2000 ( ) 2004 2006  NSPIRE Directive

(2007/2/EC)
Public Procurement Directive Service Directive

(2004/18/EC) (2006/123/EC)

2004 2008
EIF V1 EIF V2

Lisbon strategy for growth
and employment

1998 2002

(1998/34/EC)

1993

1994

1995

1996 1997 1 998 1 999 2000 2002
2008
2001
eGovernment Ministerial 2005 2007
conference in Brussels ModinisIDM i2010 initiative
Programme
2003 " 20:5 . 9! L20;)7

eGovernment Ministerial Manc tes elr i s ton |

conference in Como inisterial inisterial

Declaration Declaration

2004 2006
Decision 2004/387/EC Commission Communication on
adopting the IDABC Programme "Interoperability for Pan-European

eGovernment Services"

13.1 Political Initiative at EU level

13.1.1 Early initiatives

eGovernment has been on the EU policy agenda 4888, and a high priority starting with the
Lisbon strategy of 2000, when it has been recognésekey to realising a competitive and dynamic
economy, economic growth and in creating and suisiiemployment. eGovernment entered the
agenda of EU policy starting with the 1993 Delorgpgr, was mentioned again in the 1994
Bangemann Report, and was then repeatedly mentioneihcreasing detail and with increasing
urgency starting with the 2000 Lisbon strategy fwowth and employment, the eEurope 2005
initiative launched in 2003, and in the eGovernment Ministerial conferencéd lreBrussels in 2001

and Como in 2003.

13.1.2 Recent initiatives

The recent initiatives have either implicitly or péiitly recognised the central importance of

interoperability in the eGovernment and wider catge

13.1.2.1 The 2005 Manchester Ministerial declaratio n

The 2005Manchester Ministerial declaratiof® set a number of ambitious targets for 2010t
focused on delivering clear social and economicefitnto citizens, businesses and governments,

through four key challenges to governments:

%3 Which gave the mandate for the creation of a Eemagnteroperability Framework

54 "Cooperation required to develop pan-Europeanices\depends in part on the interoperability obinfation

and communication systems used at all levels oégowent"

Available at:

http://archive.cabinetoffice.gov.uk/egov2005confeeydocuments/proceedings/pdf/051124declaration. pdf

% By 2010, all citizens, including socially disadtaged groups, should become major beneficiaries of
eGovernment services, facilitated by means of iativg and imaginative use of ICT; By 2010 admiristns
should be 100% shifted to eProcurement; Betweer-2000 the focus should be on delivery of high-ioipa
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* No Citizen Left Behind
« Efficient and Effective Government
« Delivering High Impact services designed aroundarasr’s needs

« Simple and secure access to online public serylmat around the use of electronic identity
and authentication)

This declaration set out key objectives for eGoweent programs and defined the key enablers
necessary to achieve those objectives. It explicgtognisedID andeDoc (interoperableectronic
IDentity and the cross-border recognition and long-ternigireg of electronic Document$ as "key
enablers” for the implementation and provision @beernment services. In particular, it specifically
encouraged development of services facilitatingsitaorder mobility.

The role of interoperability in Manchester Declarat is indirect but quite important, as
interoperability is a key building block in the @&bement ofelD andeDoc The declaration itself
does however explicitly mention the goal of achigvnteroperability:

"As our eGovernment services become more transadfithe need for secure electronic
means of identification for use by people accesginglic services is essential for citizen and
business trust and in ensuring the effectivenedseé#fiitiency of our public administrations.
Respect for, and recognition of, different formgI@ to achieve interoperability are

therefore key principles for future eGovernmenteffgyment nteroperable elD's meeting
recognised international standards and built orbé¢aechnologies would be a foundation for
secure cross-border eGovernment services. As el@ctidentity technologies become proven
in large-scale application, Member States shouldktogether to pilot them with a view to
adoption, by sharing expertise, good practices #edtools and building blocks they have
developed.”

"... elDs, issued and managed at the national, reagionlocal level, that are portable,
interoperable and meet an agreed common minimum standard afiitadhsecurity, have the
potential to support citizen mobility and createnare flexible labour market."

Furthermore, the Commission is called upon to plagntral role in driving the progress in
this area:

"Ministers call on the European Commission to dfimevard progress on the actions set out
in this Declaration, to mobilise the various EU grammes active in eGovernment to
contribute effectively and coherently to the achimegnt of 2010 eGovernment objectives,”

13.1.2.2 The 2007 Lisbon Ministerial Declaration

The 2007 Lisbon Ministerial Declaratior?’ was made during the fourth Ministerial eGovernment
Conference under the title “Reaping the Benefite®@bvernment”.

This Declaration outlined in more detail the betsefind impact of eGovernment on citizens and
businesses It set out as a clear priority the kstabent and furtherance of cross-border and cross-
sector interoperability, reinforcement of coopemtbetween MS, notably through Large Scale Pilot
(LSP), particularly cross-border recognition of edlbd eProcurement. It specifically mentions the EIF
as a key means of achieving interoperability. lacps particular emphasis on the mission to
continuously monitor the definition and opennesst@dhnical standards and publicly available

specifications.

The declaration also invited the Commission to @keactive/leading role in the process, notably:

pan-European , cross-border electronic servicesotdribute to the Lisbon agenda, such as thosditéaicig
mobility

*" Available at:

http://www.megovconf-lisbon.gov.pt/images/storiesfisterial declaration_final_version_180907.pdf
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« supporting/facilitating/reinforcing cooperation amgoMember States, including identifying
the areas in which Member States could cooperatbty through the high-impact large-
scale ICTPSP Pilots on cross-border eProcuremehtranual recognition of national elD's

* to produce a revised version of the EIF (this doenth

* by paying continuous attention to the definitionrdappenness of technical standards and
publicly available specifications

* Assist the MS to determine the appropriate modesai to define, develop, implement and
monitor broad cross-border interoperability gergregquired for the implementation of the
Services Directive

In support of these goals, the "elD for citizen dnsiness" and eProcurement activities should be
accelerated as building blocks contributing toithplementation of high impact services.

The declaration also introduces an ambitious deadlby the end of 2008. Members States are to
establish a list of new priority areas for high awpservices, which can be further developed at the
pan-European level with the support of EU prograsime

13.1.2.3 The i2010 (European Information Society 20  10) initiative

The i2010 (European Information Society 2010) initiafivés the first significant Interoperability-
related initiative originating from the Europeann@uission.

Digital convergence requires devices, platforms sewdices to interoperate. The Commission stated
its intention to use all its instruments to fostechnologies that communicate, including: research,
promotion of open standards, support for stakemolllalogue and, where needed, mandatory
instruments.

The i2010 initiative identifies interoperability ame of the four main challenges posed by digital
convergence (along with speed, content and seyudtd presents a concrete policy in the area. It
calls for the identification and promotion of spgectargeted actions on interoperability, particlya
digital rights management (DRM).

The initiative also mentions the goal of "elnclusiowhich is in line with the accessibility and
multilingualism objectives of the multi-channel ass part of the European Interoperability
Framework and Strategy.

13.1.2.4 The Commission Communication °°

eGovernment Services"
The communication refocused attention to the choggler dimension of eGovernment, for which

interoperability assumes even higher priority. Isoa specified more precisely several key
characteristics of interoperability and of the EIF.

on "Interoperability for Pan-European

The communication recognised that:

* Interoperability of eGovernment services, basedstamdards, open specifications and open
interfaces, has become a crucial, crosscutting task

« Interoperability at European level, which is neededorder to implement common EU
policies and priorities, requires cooperation apdrdination at European level.

» Interoperability is a prerequisite for the deliverfiyeGovernment services across national and
organisational boundaries.

« Interoperability facilitates communication, intefiac and transactions between different
entities or partners.

%8 http://ec.europa.eu/information_society/eeurofd/iZindex_en.htm
%9 http://europa.eu.int/idabc/en/document/5316
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* Interoperability enables organisations to retagirtmdependence while allowing information
and transactions to pass across their boundaries.

The initiative identified three levels of eGovermménteroperability:Organisational interoperability,
Technical interoperability and Semantic interopéitstb

Other key points of the communication include:

» Achieving interoperability for given areas at Eugap level has to be seen as a step-by-step
process;

» EIF focuses on supplementing, rather than replagiajonal eGovernment interoperability
frameworks by adding a pan-European dimension.

« The EIF will have to evolve in line with policy remements and technological changes.
« Inthe longer term, a stable governance organisatiay need to be established.

* Due to its characteristics of openness and inclusgs, ICT standardisation can provide a
major support to the achievement of interoperabdit the network, service and application
levels.

« A Common infrastructure is needed to support eGuwvent interoperability

13.1.2.5 Modinis ™™ Programme ©°

The MODINIS Study on Interoperability is a state tbE art analysis of key success factors and
barriers to interoperability, using good practi@ses as a reference framework. Over the past few
years, good practice cases have been identifielysed and discussed. Achievements and results
have been continuously disseminated and commuudicatéhe public, thus creating a well-informed
community of eGovernment experts interested inragterability. Input received by the experts has
been included in the study and subsequently recaordations have been drafted providing a manual
for public administrations (at national, local aatso European level) on how to successfully
implement eGovernment solutions.

Modinis®™ was a part of the eEurope2005 initiative. It prmhi a number of outputs of great
importance to elD and Interoperability, especiallth a study focusing on local and regional |1&%el

13.1.2.6 The eEurope 2005 Action plan

The eEurope 2005 Action plarstressed that eGovernment identity managementdsbeuadvanced
by addressing interoperability issues as well asréuneeds, without ignoring differences in legad a
cultural practices and the EU framework for datatgetion. It identified the strong relationship
between identity management and interoperability.

13.1.2.7 The Service Directive (SD) (2006/123/EC) ©2

This initiative requires the Member States to getthe interoperability infrastructure necessary to
provide mobile businesses with single points oftacihfor completing the administrative procedures
related to mobility.

It represents a significant increase in prioritgency at the political level: achieving the handyeas®
imposed by the directive will require seriouslypgied up efforts at interoperability, especially the
foundations such as elD and eDOC, on which a goestl of other applications requiring
interoperability will need to be built.

50 hitp://ec.europa.eulinformation society/eeurope28ld about/modinis/index _en.htm

51 http://www.epractice.eu/document/3652

52 http://eur-lex.europa.eu/LexUriServ/LexUriServ.di2@J:L:2006:376:0036:0068:EN:PDF

% The Service Directive will have to be transposed national law by Member States by the end of2@gc.
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13.1.2.8 Public Procurement (eProcurement) Directiv e (2004/18/EC)®*

Doing public procurement by electronic means as required in the public procurement directive
(also calledeProcurement) is a perfect example of the necessity of interalpiéity to achieve
important eGovernment goals. eProcurement involadministrations interacting directly with
suppliers and potential suppliers to obtain gogubservices ultimately used to provide their sexsic
to the public. eProcurement has to comply with réetya of requirements for transparency and fairness
(as do the traditional procurement activities) whalso being conducted in a totally automated and
location-independent manner.

The CIP (Competitiveness and Innovation FrameworigRmme) mentions specifically a LSP
(Large Scale Pilot) that will serve to elucidateiidnal interoperability requirements and challesg

13.1.2.9 The INSPIRE Directive (2007/2/EC) °°

The INSPIRE (Interoperability of Spatial Data Satsl Services) initiative refers to data with a dire
or indirect reference to a specific location orgraphical area, in this context data specificathated
to the environment.

The INSPIRE Directive is mainly concerned with Seti@a Interoperability of environment-related
data sets (according to the EIF terminology andef)pa@s well as defining and mandating a set of
core services necessary to ensure the interopéyatil the data sets at a practical level. As also
foreseen in the directive, this approach can begdised to other data sets besides the specitorse
or business area foreseen in this particular direct

The INSPIRE directive also has specific provisicaling for the establishment of a variety of basic
network-related services intended to facilitateeascto these spatial data sets and services, inglud
discovery services, view services, download sesyitnsformation services, and services allowing
(specific) spatial data services to be invoked.

13.1.2.10 The Public Sector Information (PSI) Direc tive (2003/98/EC) ®°

In the context of perfecting the internal markéie goal of thePublic Sector Information (PSI)
Directive is to encourage the MS to make all PSI availabteréuse, via electronic means where
possible and appropriate, in any pre-existing faroralanguage, existing documents held by public
sector bodies, so as to create conditions conddgitlee development of community-wide services. It
is expected this will stimulate the creation of neggregated information and products at pan-
European level, as well as facilitating consideydbé cross-border use of public sector documents.

13.1.2.11 The “Standards” Directive (1998/34/EC) °’

Among other things, this directive provides instraies for the use of technical standards and
regulations in the domain of the information sociét has important implications for the EIF, ineth
area of standards selection, which is discusseddtion 8, page 52.

13.1.3 Other Related initiatives

13.1.3.1 elD management and eDOC interoperability

It has been recognised that the implementatiomigirdperable Electronic Identities (elD) across the
EU and cross-border recognition of Electronic Doents (eDoc) are key enablers for the
implementation of PEGS.

As such, they both need each other, and are depiengen each other to progress.

54 hitp://ec.europa.eufinternal market/publicprocunetiegislation en.htm

85 http://www.ec-gis.org/inspire/directive/l 1082002B4£n00010014.pdf

% http://ec.europa.eulinformation_society/policy/deits/pdfs/directive/psi_directive _en.pdf
87 http://ec.europa.eu/enterprise/tris/98_34_ec/indaxpdf
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The implementation of elD and eDOC is likely to dxee of the first and most important cases in
which EU-wide interoperability is used and demagist on a practical basis.

These initiatives are intimately related to theimteroperability represented by the EIF, as follogvi
the principles inherent in the EIF is essential iboplementing EU-wide interoperable elD.
Furthermore, being at the forefront of pan-Europelvelopments means that the elD/eDOC
initiatives will be instrumental in identifying merdetails of the requirements of PEGS services,
including those involving interoperability, espdlyizat the technical level, but also at semantid an
legal levels as well.

13.2 Other Approaches to Interoperability, includin g external to the EU

13.2.1 Trends

In just the few short years that have elapsed siheeEIF was first published in 2004, awareness
throughout the developed and developing world efithportance of interoperability in implementing
eGovernment services has risen dramatically. Masteignments have now quite a few years of
experience under their belts of wrestling with fm®blems of building durable IT solutions for
government functions, including the provision ofo@@rnment services. They have seen first hand the
proliferation of solutions developed in relativeletion makes reuse difficult and leads to missed
opportunities for simplifying procedures imposed oitizens and business in fulfilling their
obligations or in obtaining eGovernment services.

These governments around the world increasinglyremigte the need for taking the long-term
strategic view when it comes to automation, as @aglthe benefits of modernisation, standardization,
harmonisation, and rationalisation of their actést

They also recognise that there is an ever-incrgaséed (and benefit) to exchange data within their
administrations but also with other countries, lsgythave to think about interoperability on a large
scale. In general, countries have recognized the kay that true interoperability has several
dimensions and something like a common model (lbe@simon denominator) could be described, in
which there are several aspects to be considanelliding technical, semantic, organisational, legal
and political aspects of interoperability.

As a result, there is widespread agreement on deuaf points relating to interoperability:
* The importance of standardization in procuring baitding ICT systems;
* The importance of using open standards where gedsitavoid vendor lock-in;

e« The multi-dimensional nature of interoperabilitypdathe need to consider all levels in
building interoperability solutions, with increagin focus on achieving semantic
interoperability;

« How expensive and difficult it is to retool ICT sgms to work in ways that they are not
originally intended to do;

« The complimentary nature of the respective rolesygd by Enterprise Architecture and
Interoperability Frameworks in achieving interoymslity;

* The importance of good governance of ICT and meregally of public services in achieving
organisational goals.

What is unique about the EIF in relation to allsether efforts is its policy context:

» Interoperability is sought between sovereign esgifwhich comprise the EU), where all are
equal and have an equal say in the constructidineoframework.

e The EIF is focused on delivery of eGovernment sewviand specifically PEGS (the EU cross-
border context)
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e The unique context of the EU’s support for multiiralism. The need to support the 23
official languages of the EU is an additional infgerability requirement;

13.2.2 Initiatives Elsewhere

There are specific efforts underway elsewhere, bathin and without the EU, in different contexts,
to address the issues arising in an increasinghnected and (persistently) heterogeneous world.
These results of these efforts are of varying tgppending on the intended scope of applicability,
who is producing theffi (industry consortia, standardisation bodies, mebeas, administrations, etc.),
and the level of technical detail they containsbme cases, these take the form of interoperability
frameworks similar in some ways to the EIF. In otbases, these other efforts focus on only some
aspects of interoperability, or on related technigsues such as architecture, or within the cdaraéx
some specific policy objectives, etc.

Due to the proliferation of such initiatives, pasiing the EIF in relation to the others can be
confusing. Furthermore, they can serve as sourceteas, information and inspiration for the EIF.
Because of the sheer number of such initiativés d@nly feasible to mention a fraction of the most
significant and relevant ones in the context oftle

13.2.3 Enterprise Architectures

The establishment of Enterprise Architecture israportant area of activity of large organizations,
and many efforts are underway at the EU MembereSttel. As pointed out above, Enterprise
Architectures are distinct from yet complementaryiriteroperability Frameworks, in both the scope
of applicability and the level of technical detail.

Enterprise Architectuf@is the description of the current and/or futuricture and behavior of an
organization's processes, information systemsppaet and organizational sub-units, aligned with th
organization's core goals and strategic directhile going into IT aspects in some detail, Entisgor
architecture relates to the context of one speoifianization or entity more broadly to the praeid
business optimization in that it addresses businasshitecture, performance management,
organizational structure and process architectgravell. As such, EA’s must take into account
interoperability requirements, and can hence potii groundwork on which interoperability efforts
can proceed.

TOGAF (The Open Group Architecture Framework) developgdihe Open Group, attempts to
provide organisations with a complete blueprint ttam be adapted to their specific needs.

13.2.4 Some other specific Interoperability Framewo  rks of interest "

TheAustralian Information Interoperability Framework "* (IIOP) is a highly developed framework
for interoperability at the semantic level, focugson a detailed model for Semantic Interoperability

New Zealand? has adopted anteroperability Framework derived from the UK's eGIF.

The content of théJnited Nations Development Program(UNDP) Guidelines on eGovernment
Interoperability® are similar in many ways to the EIF, but focuseseron the needs of developing

%8 Some important ones are the result of Europeannilssion-sponsored research, including:

ATHENA (http://www.athena-ip.org¥
ftp://ftp.cordis.europa.eu/publ/ist/docs/directoratiebusiness/athena. pdf

IDEAS (ftp://ftp.cordis.europa.eu/publ/ist/docs/ka2/ideased0021017.pJf

FUSION (ftp://ftp.cordis.europa.eu/publ/ist/docs/directoratiebusiness/fusion.pdfand

INTEROP (http://interop-viab.ey/

% Taken from Wikipedia

0 An interesting list can be found lattp://www.apdip.net/projects/qif/country/

" http://www.agimo.gov.au/__data/assets/pdf_file/060925/Information_Interoperability Framework. pdf
72 http://www.e.govt.nz/standards/e-gif

3 hitp://www.apdip.net/projects/qif/GIF-Overview.pdhttp://www.apdip.net/projects/gif/GIF-Guide.pdfand
http://www.apdip.net/projects/qgif/GIF-Review.pdf
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countries, and on the specific environment of tlsaAacific region. They also address governance
issues in some detail.

DARPA (Defence Advance Research Projects Agencyh@fUS Department of Defence (DoD) first
elaborated thelLevels of Information Systems model* (LISI). Its successor, the Systems,
Capabilities, Operations, Programs and Enterp(SEOPE) Model for Interoperability Assessment is
currently in the final stages of development.

DARPA has also developed NATO's Reference Modelriteroperability, which is included in the
NATO C3 Technical Architecture (NC3TA).

Finally, within the EU, many Member Stafealready have or are in the process of develogieq t
own National IF's, (NIF) addressing interoperalilissues arising within their own country, across
internal borders between national agencies, depatsngovernment bodies, etc. These NIF's are
complementary to the EIF yet should be compatibith it/®.

13.2.5 Other related initiatives

The multi-annual MODINIS program was launched if02Qo provide financial support for the

eEurope 2005 Action Plan. This effort focused ondbenarking, information gathering on national
activities, and exchange of information. The initi@ led to the Manchester declaration of 2005
raising the priority of implementation of PEGS dnteroperability. The later efforts which focused
on issues related to elD highlighted a number gfdrtant requirements (or infrastructure elememts) i
terms of core services which will be prerequisites achieving PEGS, including identification,

authentication, authorizations, mandates, authesdigrces and mutual recognition. The Modinis
program also performed a study on Interoperatslitipcal and regional level in the Member StHtes

The OECD has conducted a number of studies irdtinisain. Particularly of interest is their study on
“Policy Principles For Enhanced Access And MoreeEfive Use Of Public Sector Informati6h

and on policies that will help promote an enableryironment, enhance the necessary supporting
infrastructure, and foster a business and regylatbmate conducive to the creation, access and
preservation of digital contefit

" The LISI model and associated process were desglby MITRE in the late 1990's as a means of asgpss
the interoperability readiness of a system or detapabilities. It uses a matrix structure and miedi five
interoperability maturity levels affecting four @rbperability attributes: Procedures, Applicatidn$astructure,
and Data (PAID); it is no longer usdtdtp://www.sei.cmu.edu/isis/pdfs/tolk.pdEee alsttp://www.enterprise-
architecture.info/lmages/Defence%20C4ISR/EnterpsB@Architecture%20Tools%20C4ISR.htm

S Currently there are 12 with published NIF's. A b6 countries, with links to their published NIfan b found
on the IDABC website ahttp://ec.europa.eu/idabc/en/document/6227

8 This compatibility between NIF's and the EIF is iamportant consideration. IDABC plans to set up a
permanent "NIF Observatdras a way to track developments on interoperghilithe MS PA's, to facilitate the
exchange of information relating to Interoperapilietween MS, and to promote the integration of pikcepts
into MS NIF governance and related activities with aim of furthering compatibility between the Efid the
NIF's

T http://ec.europa.eul/information society/activitegivernment research/doc/pdffinterop study.pdf

8 OECD document DSTI/ICCP/IE(2007)11/REV1

"9 OECD document DSTI/ICCP/IE(2007)10/REV1
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14 Annex 4: Recommendations for Member States

This will provide a consolidation of the recommetimias for Member States.
It will be produced once the main elements of ttiettave been completed

15 Annex 5: Invitations to external stakeholders

This will provide a consolidation of the recommetiaias for External Stakeholders.
It will be produced once the main elements of ttkeHave been completed
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